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Abstract

In our earlier work we introduced a state-based approach for the diagnosis of repeat-
edly occurring failures in discrete event systems (DESs). Since temporal logic provides
a simpler way of specifying system properties, in this paper a temporal logic based
approach for diagnosing the occurrence of a repeated number of failures is developed.
Linear-time temporal logic (LTL) formulae are used to represent the specifications of
DESs. Notions of prediagnosability for failures and diagnosability for repeated failures
are introduced in the setting of temporal logic. A polynomial algorithm for the test of
prediagnosability for failures is provided. The diagnosis problem for repeated failures
in the temporal logic setting is reduced to one in a state-based setting, and so the
prior results of state-based repeated failure diagnosis can be applied. Finally, a simple
example is given for illustration.

Keywords: Discrete event system, repeated failure diagnosis, linear-time temporal
logic.

Note to Practitioners: By failure we mean execution of a behavior that violates
the desired specifications. Certain types of failures can occur repeatedly. In a manu-
facturing facility different types of parts follow different paths, and routing violations
in such a discrete flow network can occur repeatedly. Further, system specifications
are expressed more naturally in a temporal logic. This paper presents a framework for
diagnosing repeatedly occurring failures for specifications expressed in the linear-time
temporal logic. The notions of failure-traces, indicator-traces, failure-prediagnosability,
failure-points, and repeated failure diagnosability are introduced in this setting, and
algorithms are presented to check for failure-prediagnosability as well as various no-
tions of repeated failure diagnosability. The theory developed is illustrated through an
example that abstractly represents a traffic monitoring example.
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1 Introduction

A failure in a system is the execution of a behavior that violates a specification repre-
senting system’s nominal behavior. Examples of failures include execution of a faulty event
[22], reaching a faulty state [28], or more generally violating a formal specification expressed,
say, in a temporal logic [11]. The task of failure analysis is to monitor the system behavior,
and determine the occurrence of any failures (called failure detection), and identify its type
or origin (called failure isolation or diagnosis).

A notion of failure diagnosability of discrete event systems was introduced in [22]. A
system is said to be diagnosable if execution of a failure can be detected within a bounded
number of occurrences of state-transitions/events. A method for constructing a diagnoser was
developed, and a necessary and sufficient condition of diagnosability was obtained in terms
of certain properties of the constructed diagnoser. An algorithm of polynomial complexity
for testing diagnosability without having to construct a diagnoser was obtained in [10, 27].
Also, by first applying such a test, the construction of a diagnoser for a system that is not
diagnosable can be avoided. The test was further extended to systems containing cycles of
unobservable events in [12].

The notion of diagnosability developed in [22] was applied to failure diagnosis in HVAC
(heating, ventilating, and air-conditioning) systems in [23], and a distributed implementation
of the diagnoser was reported in [7]. In [21], the notion of failure diagnosis was extended to
a notion of active failure diagnosis, where one could control the behavior of the system to
better diagnose it. A template based approach to failure detection in timed discrete event
system was developed in [9, 6, 17]. Common to all these work is that they are “event-
based”. “State-based” approaches and their extension to timed systems were considered in
[16, 15, 28]. It should be noted that the two approaches (event-based and state-based) are
equivalent and polynomially transformable to one another. Failure diagnosis has also been
studied in the setting of Petri nets, see for example [1, 14, 18].

[7, 20, 24, 2, 25] studied distributed diagnosis in which diagnosis is performed by di-
agnosers communicating with each other either directly or through a coordinator, thereby
pooling together the observations. It is shown in [24] that distributed diagnosis with un-
bounded communication delay is undecidable. The decentralized diagnosis problem studied
in [19] on the other hand considers diagnosis by local diagnosers without having them gather
information at a central location. It introduces the notion of co-diagnosability and pro-
vides polynomial algorithms for verification of co-diagnosability as well as for synthesis of
diagnosers.

In all these prior work, the occurrence of a failure is specified either as the occurrence of
a faulty event (“event-based” approach) or as the visit of a faulty state (“state-based” ap-
proach), or as execution of a trace outside a specification language. However, more generally
a failure can be defined to be the execution of a state/event trace that violates a given formal
specification, such as reaching a “deadlock” state, or reaching a “live-lock” set of states, or
reaching a state from where no “fair execution” is possible in future. We say a trace to be
a failure-trace if its execution implies that the given formal specification has already been
violated, whereas we say a trace to be an indicator-trace if its execution implies that the
given formal specification is violated by all its feasible infinite extensions (the specification
may not be violated by the trace or any of its finite extensions). A failure-trace, on the other



hand, is a trace for which any of its infinite extension (feasible as well as infeasible) violates
the given specification. A failure-trace is also an indicator-trace, but the converse need not
hold.

In order to capture faults in a more natural way, we proposed in [11] the use of linear-
time temporal logic (LTL) to express failure specifications. We reduce the problem of failure
diagnosis to that of model-checking [3], and an algorithm of complexity polynomial in the
number of system states and exponential in the length of the LTL specification formula was
obtained for failure diagnosis. A diagnoser that is a nondeterministic state machine, and
that has a size that is polynomial in the size of the system states and exponential in the
length of the LTL specification formula, was also obtained. Having such a nondeterministic
representation of the diagnoser makes it practical to have it stored and utilized since a
deterministic representation is likely to have a size that is exponential in the size of system
states.

Most prior work on failure analysis of discrete event systems considered whether or not
a failure occurred sometimes in past. But certain failures can occur repeatedly and detec-
tion/diagnosis of such failures each time they occur is important. For example at a bottle
filling station, a multiple number of bottles may be filled improperly. Another example of a
repeatedly occurring failure is an intermittent or non-permanent failure, such as a loose wire.
Similarly in a discrete flow network such as manufacturing or communication or transporta-
tion, a routing violation can occur repeatedly. The work on template approach [6] to failure
detection considered detection of such repeatedly occurring failures, but it did not formalize
a notion that will allow detecting/diagnosing a failure each time it occurs. A state-based
framework for diagnosing repeated failures in DESs was introduced in [12], where several
notions of repeated failure diagnosability were introduced, generalizing the notion of diag-
nosability developed in [22], where the objective was to diagnose the occurrence of a failure,
but not to diagnose each time it occurs. Polynomial algorithms for testing the various no-
tions of repeated failure diagnosability, as well as a procedure of polynomial complexity for
the on-line diagnosis of repeated failures, were obtained in [12]. Algorithms of one-order
better complexity have recently been reported in [26]. The work reported in [5] considered
intermittent failures (failures that can reset automatically), and presented a technique to
determine whether or not an intermittent failure is “active”, by reducing this problem to an
instance of the diagnosis problem formulated in [22].

In this paper, we present a temporal logic based approach for diagnosis of repeated
failures. This also extends our earlier work on temporal logic based approach to diagnosis of
(un-repeated) failures [11]. Given a DES to be diagnosed, we use a LTL formula f for the
purpose of specifying a specification. An infinite trace of the system is said to be faulty if it
violates the given LTL formula. If the goal of diagnosis is to detect and diagnose a failure
the first time it occurs, it suffices to detect/diagnose the occurrence of an indicator-trace,
which indicates that a failure is inevitable (the failure may not have occurred yet). On the
other hand, for the goal of diagnosing a failure every time it occurs, we need the stronger
notion of a failure-trace, whose occurrence indicates that a failure has already occurred.

Given a LTL specification f, a system is said to be f-failure prediagnosable if every infinite
f-failure trace generated by the system possesses a finite f-failure trace as its prefix. The
property of f-failure prediagnosability should be viewed as a precondition for repeated failure
diagnosability, since without this property, the detection of the violation of the specification



can not be deduced through the observation of finite length traces, even under a complete
observation of events. Note that this property automatically holds if the specification is
only a “safety” specification. We prove that the f-failure prediagnosability is equivalent to
a relative w-closure property.

Since we are interested in the diagnosis of repeatedly occurring failures, it is natural to
consider only such specifications that can be violated repeatedly. Without loss of generality,
we can consider those specifications that are required to hold globally at each state of the
system, rather just at the initial state. In other words, the LTL formula representing the
specification is in the form of G f, where G stands for “Globally” (in all states) and f is a
LTL formula.

In order to determine the number of times the specification G f is violated along a trace
executed by the system, the notion of G f-failure points is introduced, where each G f-failure
point of a trace indicates a violation of the G f specification along that trace. Thus for
diagnosis of repeated failures, we only need to diagnose the number of occurrences of the
G f-failure points along a trace executed by the system.

We introduce the notions of K-diagnosability (diagnosability of Kth occurrence of a
failure), [1,K]-diagnosability (diagnosability of first K occurrences of a failure), and [1,00]-
diagnosability (diagnosability of all occurrences of a failure) in the temporal logic setting,
similar to those in the state-based setting [12]. We further show that the repeated diagnosis
in the temporal logic setting can be transformed to the one in the state-based setting. An
algorithm is provided for this transformation, through which the results of our earlier work
on repeated failure diagnosis in state-based setting can be applied.

The main contributions of the paper are as follows:

1. Notion of repeated diagnosis for detection/diagnosis of repeatable failures is formulated
in the linear temporal logic (LTL) setting. LTL is more expressive than the *-languages
and can specify the properties of w-languages.

2. The notion of failure prediagnosability is introduced, which is a condition under which
finite-length observations can be used to deduce violations of properties expressed in
LTL, i.e., properties of infinite-length traces.

3. A test for failure prediagnosability is provided.

4. The notion of failure points of the traces of a system is introduced. These indicate
the positions within a trace where the given specification is violated. Visiting a failure
point during the execution of a trace indicates the occurrence of a failure. Thus the
number of failure points in a trace indicates the number of times the given specification
is violated along the execution of that trace. Repeated diagnosability requires that the
visiting of any failure point be detected within a uniformly bounded delay.

5. An algorithm for identifying the failure points is obtained.

6. Repeated diagnosability of temporal logic setting is algorithmically transformed to
repeated diagnosability of state-based setting of [12]. This way the existing algorithms
can be directly applied for testing the various notions of diagnosability as well as for
synthesizing the diagnosers.



The rest of the paper is organized as follows. Section 2 gives the definition of LTL
temporal logic. In Section 3, the notions of f-failure trace and f-failure prediagnosability
are introduced, and an algorithm for testing the f-failure prediagnosability is provided. In
Section 4, the G f-failure point is defined, and an algorithm for identifying G f-failure points
is obtained. Section 5 presents the definitions of various notions of diagnosability of repeated
failure in the temporal logic setting, and shows that the repeated diagnosis in the temporal
logic setting can be transformed to that in the stated-based setting. Finally, Section 6
presents an illustrative example, and Section 7 concludes the work presented.

2 Notations and Preliminaries

In this paper, we use LTL temporal logic to express the specifications of DESs for the
purpose of failure diagnosis. In the following, we give the definition of LTL. For a complete
introduction to temporal logic, readers may refer to [8].

Let AP be a finite set of atomic proposition symbols. Using the atomic propositions and
boolean connectives such as conjunction, disjunction, and negation, one can construct more
expressions describing properties of states. However one is also interested in describing the
properties of sequences of states. Such properties are expressed using temporal operators of
a temporal logic. LTL temporal logic is a specific temporal logic formalism. The following
temporal operators are used in LTL for describing the properties along a specific state-trace.

e X (“next time”): It requires that a property hold in the next state of the state-trace.

U (“until”): Tt is used to combine two properties. The combined property holds if there
is a state in the state-trace where the second property holds, and at every preceding
state in the state-trace, the first property holds.

e I (“eventually” or “in the future”): It is used to assert that a property will hold at
some future state in the state-trace. It is a special case of “until”.

o GG (“globally” or “always”): It specifies that a property holds at every state in the
state-trace.

e B (“before”): It also combines two properties. It requires that if there is a state in the
state-trace where the second property holds, then there exists a preceding state in the
state-trace where the first property holds.

Next we give the syntax of LTL. LTL formulae are generated by rules P1-P3 given below.
P1 If p € AP, then p is a LTL formula.
P2 If f; and f5 are LTL formulae, then so are —f;, fi V fo, and fi; A fo.
P3 If f; and f5 are LTL formulae, then so are X f1, fiU f2, F'f1, Gf1, and f1 B fs.

We use | f| to denote the length of f, which is the number of boolean and temporal operators

in f.



Next we give the semantics of LTL, which is defined over infinite propositions-traces.
Let ¥ 4p = 247 then Y%, be the set of all finite propositions-traces over AP, and X%, be
the set of all infinite propositions-traces over AP. For a LTL formula f and 7 € ¥4, the
notation w = f (resp., m = f) means that f holds (resp., does not hold) along the infinite
propositions-trace . The relation |= is defined inductively as follows, where we assume that
f1 and fy are LTL formulae, and for 7 = (Lo, Ly,--+) € ¥4p, 7 = (L;,---) for any i > 0:

—_

Af fi e AP thenm |E fi < f1 € Lo.

2. mh fi = (1= fl).

3. TE-fi <= 7 fi.

L rEfVf < T fiorTkfo

B.rlEfinfo & T fiand 7= fo

6. TEXfi < 7n'Efi.

7.7k fiUfy < Fk>0,7°E frand Vj € {0,1, -,k — 1}, 7/ |= fi.
8. t=Ff) < 3k >0, 7" = f.

9. 7= Gfy = Vk>0,7"E fi.

10. 7= fiBfy, <= Vk>0with 7% = fo, 3j € {0,1,--- k- 1}, 7 = f1.

The semantics of LTL are defined only over infinite propositions-traces above. As mentioned
in [8], we can extend the semantics of LTL to finite propositions-traces as follows: for a
finite propositions-trace (Lg, - -, L,), it satisfies a LTL formula f if and only if the infinite
propositions-trace (Lo, -+, Ly, Ly, ++) = (Lg,- -+, L¥) satisfies f.

In the following, we first introduce some notations of formal languages [13], and then men-
tion that a LTL formula can be characterized as the language accepted by a non-deterministic
generalized Biichi automaton [4].

Let ¥ be a finite event set, 3* be the set of all finite length sequences of events from
Y’ including the zero length trace €, 3* be the set of all infinite length sequences of events
from X, and X = ¥* U X¥. K is called a x-language over 3 if K C ¥* and B is called a
w-language over ¥ if B C ¥, The prefiz operation pr : X*>° — 3* is defined as:

VB C Y™ pr(B):={se€ X" | dec B: sis a prefix of e}.
The limit operation lim : ¥X* — X¢ is defined as:
VK € ¥F, lim(K) := {e € ¥ | 3 infinitely many n € N s.t. " € K},

where € denotes the prefix of length n of e, i.e., €” = e(1)e(2)---e(n) provided that e =
e(l)e(2)---. Given a w-languages B C 3¢ B is said to be w-closed if B = lim(pr(B)).
Note that B C lim(pr(B)) always holds. B is said to be relatively w-closed with respect to
another w-language S C ¥ if BNS = lim(pr(B)) N S.



Given a LTL formula f, let Sy denote the set of all infinitely long propositions-traces
over AP satisfying f. Then one can obtain a non-deterministic generalized Biichi automaton
(for details, refer to [4]) that accepts the w-language S;. The non-deterministic generalized
Biichi automaton can be represented as

Tf = (Qf,EAPaRfaqgvf)a
where

e () is a finite state set;

— 2AP

e X up is the event set;

o Ry C Qf x Xap x @y is the state-transition relation;
e gl e Q) is the initial state;
o F={F;,1<i<r}C29 is the generalized Biichi acceptance condition.

An infinite length propositions-trace m, = (L1, Lo, --) € X4p is accepted by T if and
only if there exists an infinite length state-trace m = (qo, ¢q1,---) in Ty such that ¢y = qéc ,
(¢i—1,Li,q;) € Ry for all i > 1, and « visits each F; € F (i = 1,---,r) infinitely often.
We use L‘:ﬁf to denote the w-language accepted by T, then we have L‘iﬂf = S¢. Both the
complexity of the construction of T, and the number of states in T, are exponential in the
length of the LTL formula f.

The following definition of repeated failure diagnosability in a state-based setting is taken
from [12]. Suppose that the discrete event system P to be diagnosed for repeated failures is
modeled by a 6-tuple, P = (Xp, %, R, Xy, F, ), where

e Xp is a finite set of states;

e Y is a finite set of event labels;

R C Xp x (XU {e}) x Xp is a state transition relation (here P is allowed to be
non-deterministic);

Xo C Xp is the set of initial states;

F ={F;,;i=1,2,...,m} is the set of failure types;
e ¢ : Xp — 27 be the failure assignment function for each state in Xp.

A finite or infinite state-trace m = (xg, x1, - - -) is called contained in P if for all i > 0 there
exists a 0; € XU {e} such that (x;_1, 0, 2;) € R; 7 is called generated by P if 7 is contained
in P and zg € Xo. We use Trp to denote the set of all finite state-traces generated by P.

Observations of events executed by P are filtered through an observation mask M :
YU {e} — AU {e} with M(e) = €, where A is the set of observed symbols and it may be
disjoint with >. The observation mask M is used to capture the effect of sensors that monitor
and report the occurrence of events. The definition of M can be extended to event-traces
inductively as follows: Vs € ¥*, 0 € 3, M(so) = M(s)M(o).

7



A finite or infinite event-trace (eq,eq,---) over ¥ U {e} is said to be associated with a
state-trace m = (zg,x1,---) if Vi > 0, (z;_1,e;,2;) € R. We use E, to denote the set of
all event-traces associated with a state-trace m € Trp, and O, denote the observations of
event-traces in E, ie., O, = {M(s) € A* | s € E,;}. For any two finite state-traces
m = (xy, 21, -, xp,) and my = (23,23, - -+, 27,) in Trp, m and 7, are called indistinguishable
(with respect to the mask M) if O,, N O,, # 0, i.e., if they share observations resulting from
the execution of associated event-traces.

For all F; € F and 7 € Trp, let N denote the number of states in 7 labeled with a
Fi-type failure; in which case 7 is said to contain N failures of type F;.

Definition 1 Given a system P, an observation mask M, and a failure assignment function
Y, P is said to be K-diagnosable (K > 1), (resp., [1, K]-diagnosable, or [1, oc]-diagnosable)
with respect to M and 1 if the following holds:

(VF; € F)(3n; € N)

(J = K)(resp., (VJ,1 < J < K),or (VJ >1))
(V?T(] S Tl"p,NF > J)
(

™0

Vi = momy € Trp, |m| > ny)
(Vr' € Trp, O, N Oy # )
= (N =2 J),

where NV is the set of all natural numbers and Trp is the set of all finite state-traces generated
by P.

Definition 1 states that a system is K-diagnosable (resp., [1, K]-diagnosable, or [1, ool
diagnosable), if the execution of any state-trace containing at least J failures of a same
failure type (J = K for K-diagnosability, 1 < J < K for [1, K|-diagnosability, and J > 1 for
[1, oo]-diagnosability) can be deduced with a finite delay from the observed behavior through
the mask M. More precisely, for any failure type Fj, there exists a number n; such that for
any state-trace my containing at least J failures of the type F;, for any sufficient long (at
least n; states longer) extension 7; of my and for any finite state-trace 7’ generated by P, if
7' and ™ = mym are indistinguishable with respect to M, i.e., if they can generate a same
masked event-trace (O, N O, # 0), then 7’ must also contain at least J failures of the type
F;.

3 Notions of f-Failure Traces and Prediagnosability

In the temporal logic setting, the system P to be diagnosed for occurrence of failures is
modeled by a 6-tuple, P = (Xp, %, R, Xo, AP, L), where Xp, ¥, R, and X are the same as
before, AP is a finite set of atomic propositions, and L : Xp — 247 is a labeling function
such that Vo € Xp, p € L(x) means that p holds at x, and p ¢ L(z) means that p does not
hold at z.

A finite or infinite propositions-trace (Lg, L1, - - -) over AP is said to be associated with a
state-trace m = (zg,x1,---) if Vi > 0, L; = L(x;). A finite or infinite propositions-trace over

8



AP is called contained (resp., generated) by P if it is associated with a state-trace contained
(resp., generated) by P. We use map = (L(xg), L(21),- - -) to denote the propositions-trace
associated with the state-trace m, and use L%}’AP) C 34p to denote the set of all infinite
length propositions-traces over AP that are generated by P. For a given LTL formula f
and an infinite state-trace m = (zg,z1,---), 7 = f if and only if m4p | f. For a state-
trace m = (x},x1,---) (finite or infinite) and a finite state-trace mo = (22,22, -+, 22), if the
number of states in m; is more than k, i.e., |m| > k, and z} = 2? for 0 < ¢ < k, then my
is called a k-prefiz of my, m is called an extension of my in P, and m; can be represented as
m = mom, where ™ = (2}, -) is called the k-suffiz of .

For diagnosing the occurrence of a failure the first time it occurs, the notion of indicator-
traces was introduced in [11]. The execution of an indicator-trace implies that a failure is
inevitable in future (if it has not already occurred). For diagnosis of repeated failures, it is
not enough to just detect the inevitability of a failure, rather its actual occurrence. So, a
stronger notion, that of failure-traces, is being introduced next.

Definition 2 Let P be a system, f be a LTL formula, 7= be a finite or infinite state-trace
generated in P, and m4p be the propositions-trace associated with 7, then 7 (resp., m4p) is
called a f-failure state-trace (resp., f-failure propositions-trace), if all infinite extensions of
Tap in X4, are faulty, i.e., for any infinite propositions-trace 7’ = wapm; € X4p, 7 [~ f.
A G f-failure trace of P = (Xp, %, R, Xy, AP, L) is defined to be a f-failure trace of P? =
(Xp, 3, R, Xp, AP, L), where P is obtained by treating every state in P as an initial state.

Remark 1 Note that in Definition 2, when 7 is an infinite trace, then it is f-failure trace
if and only if 7 = f. This coincides with the definition introduced in [11], and so the above
definition should be viewed as a generalization of the one given in [11]. Also note that the
specification Gf holds starting from an initial state of P if and only if the specification f
holds at each state of P, or equivalently, the specification f holds for P°, which is obtained
from P by treating each state of P as an initial state.

In [11], we introduced the notion of indicator traces, where a finite indicator trace indi-
cates that a failure is inevitable, but it may not have happened. A finite failure trace on
the other hand implies that a failure has already occurred. The main difference between a
finite failure state-trace and an indicator state-trace is that for a finite failure state-trace, all
its infinite extensions (not necessarily those feasible in the system) are faulty, whereas for a
finite indicator state-trace, only those infinite extensions that are feasible in the system are
faulty. It follows that a finite failure state-trace indicates that a failure has already occurred,
and a finite indicator state-trace only indicates that a failure is inevitable in the system. It
is evident that a finite failure trace is an indicator trace, but the converse may not hold, as
shown by Example 1 below.

Note that for an infinite trace violating a specification, it may or may not have a finite
failure state-trace as its prefix. Since only finite failure state-traces could be detected through
the finite observations, this motivates the following definition of f-failure prediagnosability,
which is similar to the definition of indicator-prediagnosability given in [11].

Definition 3 Let P be a system and f be a LTL formula, P is said to be f-failure predi-
agnosable if every infinite f-failure state-trace in P possesses a finite f-failure state-trace as



its prefix. P is said to be G f-failure prediagnosable if every infinite G f-failure state-trace
in P possesses a finite G f-failure state-trace as its prefix.

Remark 2 From Definitions 2 and 3, we know that the G f-failure prediagnosability requires
that every infinite G f-failure state-trace contained in the system (not necessarily started from
an initial state of the system) should possess a finite G f-failure state-trace as its prefix.

Example 1 Consider the system shown in Figure 1, and suppose the specification is given

a C

el

Figure 1: Example of prediagnosability for failures

by, f = GFp. It is easy to verify that for an infinite failure trace 7 = (z£,2¢) generated by
the system, no finite prefix of 7 is a f-failure state-trace. Because for any prefix n* = (xf, 2¢),
(miz) = f (note that (mz%) is not feasible in the system). However the finite prefix (z%, z;)
of 7 is an indicator state-trace. Thus, the system is not prediagnosable for failures with
respect to f, but it is prediagnosable for indicators with respect to f.

Now suppose the specification is given as f’ = G(g = Fp), then it is easy to check that
the system is trivially f’-failure prediagnosable. (No infinite f’-failure state-trace can be

generated by the system.)

The following result follows directly from Definitions 2 and 3, and reduces the problem
of G f-failure prediagnosability to that of f-failure prediagnosability.

Theorem 1 Let P be asystem and f be a LTL formula, then P is G f-failure prediagnosable
if and only if P% is f-failure prediagnosable, where P° is the same as P except that every
state in P is an initial state of P°.

For the test of f-failure prediagnosability, we have the following result.

Theorem 2 Let P be a system and f be a LTL specification. P is f-failure prediagnosable
if and only if the w-language Sy C ¥4, is relatively w-closed with respect to L%’AP), ie.,
SrN LES”’AP) = lim(pr(Sy)) N L(P?)’AP), where Y4p = 247 S denotes the set of all infinite
propositions-traces over AP satisfying f, and Lgf’AP) denotes the set of all propositions-traces
generated by P.

Proof: For necessity, suppose P is f-failure prediagnosable. For contradiction, suppose Sy C
¥4 p 1s not relatively w-closed with respect to L%’AP), i.e., Ju = (e1,eq,---)in (lim(pr(Sy))N
LE;”’AP)) —(SfN LEEU’AP)). Since u € lim(pr(Sf)) N LAP) ¢ [@AP) and u ¢ SrN LAr),
sou & Sy, ie, u = f. Since uw is an infinite f-failure trace in P and P is f-failure
prediagnosable, u must have a finite f-failure trace prefix u™ = (e, -, e,). Because u €

lim(pr(Sg)) N Lgf’AP), from the definition of lim operation, there must exist a k& > n such
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that u* = (ey, -, ex) € pr(Sy), which implies that u* is a prefix of some non-faulty trace
in Sy. It follows that u" could not be a f-failure trace, which is a contradiction. So the
necessity holds.

For sufficiency, suppose suppose Sy C ¥4p is relatively w-closed with respect to L%,J’AP),
ie., (lim(pr(Sy)) N LiAry (Sy N LAP)y = (. For contradiction, if P is not f-failure
prediagnosable, then from Definition 3 we know there exists an infinite f-failure state-trace
7w = (x1, 29, --) in P such that no finite prefix of 7 is a f-failure state-trace. In other words,
u® = (L(x1),---,L(z,)) is a prefix of some non-faulty trace in Sy for every n > 1, ie,
u™ € pr(Sy) for every n > 1. Let uw = (L(z1),---) be the propositions-trace associated with
7, then it is obvious that u € L%J’AP) and u = f. Because u™ € pr(Sy) for every n > 1, we
have u € lim(pr(Sy)). Since u = f, u & Sy. From above we have

u € (lim(pr(Sp) 0 L) = (S0 L),

ie., (lim(pr(Sy))N LEQU’AP)) — (SN LS‘;”AP)) # (), which is a contradiction to the hypothesis.
So P is f-failure prediagnosable. [ ]

Remark 3 Note that if f represents some safety properties only, then it can be verified

that Sy is w-closed, i.e., lim(pr(Sy)) = S¢. Thus, it holds automatically that Sy is relatively

w-closed with respect to any LE‘D'J’AP), i.e., every system is failure-prediagnosable with respect

to a formula f that represents safety properties only.

Remark 4 In [11], we proved that P is prediagnosable for indicators if and only if Sy N
LES”’AP) is w-closed. Thus, the condition for indicator-prediagnosability is the w-closure of
Sy N LES‘)’AP), whereas the condition for failure-prediagnosability is the relative w-closure of
Sy with respect to LE;”’AP). The two conditions seem different in nature, but they are not.

In fact the first one (for indicator-prediagnosability) is equivalent to the relative w-closure of

Sy N Lgf’AP) with respect to LESJ’AP). To see this, the relative w-closure of Sy N L%’AP) with
(w,AP) .
respect to Lp requires that

lim(pr(S; N LAYy n LA7 € §pn LiA?).

Since lim(pr(Sy N LESU’AP))) C lim(pr(Lgf’AP))), and L%)’AP) is w-closed (P simply “accepts”
all infinite state-traces it “generates”), i.e., lim(pr(Lgf’AP))) = LEQU’AP), the relative w-closure

of Sy N L%U’AP) in above is equivalent to

lim(pr(Sy N LAPhyy SN LA
which is the w-closure of Sy N L%’AP).
Next. it is clear that the relative w-closure of Sy implies the relative w-closure of Sy N

L%”AP), as lim(pr(Sy N LEQU’AP))) C lim(pr(Sy)), which implies

Lim(pr(Sy N L%’AP))) N Lgf’AP) C lim(pr(Sy)) N Lgf’AP) C S;N L(P“”AP),

where the last inequality follows from the relative w-closure of Sy. So, the failure prediag-
nosability is a stronger notion than the indicator prediagnosability, as expected.

11



(w,AP)

Finally, for failure-prediagnosability, Sy plays the role of Sy N Lp . In fact if we set
LS;”’AP) = >4p, then Sy and Sy N L(P“)’AP) become the same, and the failure-prediagnosability

and the indicator-prediagnosability also become the same. This is to be expected, since
when LSSJ’AP) = Y p, then it follows from the definitions of indicator and failure traces that
the two notions coincide.

The following algorithm for testing failure-prediagnosability follows directly from Theo-
rem 2.

Algorithm 1 Algorithm for testing failure-prediagnosability

1. This step is for the construction of a non-deterministic generalized Biichi automaton
Ty = (Cy,Xap, Ry, qg, F) that accepts all the infinite propositions-traces satisfying f.
Let L‘:ﬁf denote the w-language accepted by 7%, i.e., the set of all infinite propositions-

traces accepted by T, which could also be denoted as L(T‘;’AP), then we have L‘;f =

w,AP
Lyt = ;.

2. This step is for the construction of a state machine that generates the w-language
lim(pr(Sf)). The state machine is obtained from 7’ by iteratively deleting those states
q € Uy and their associated transitions if either ¢ has no successor, or no state labeled
with some F; € F can be reached from ¢, until no more such states and transitions
can be deleted. With a slight abuse of notation, we use Ty to denote the state machine
obtained in this step.

3. This step is for the construction of a state machine 77 that generates the w-language
lim(pr(Sg)) N Lgf’AP). Ty = (Q1,%, Ry, Q}, APUF, Ly) is constructed from the propo-
sition synchronization of Ty and P = (Xp, X, R, Xy, AP, L) as follows:

o ()1 = Cf x X is the set of states;

e Y is the set of events;

Ry C Q1 x (XU {e}) x @y is the transition relation, Ry = {((c,z),0,(c,2')) €
Q1 X (ZU{e}) x Q1| (¢, L(2'), ) € Ry, (z,0,2") € R};

Qb ={(c,x) € Q1 | (¢}, L(x),¢) € Ry, z € Xy} is the set of initial states;

AP U F is the new set of atomic propositions;

o L :(Q; — 24797 is the labeling function such that

Vic,x) € Q1, F; € F,pe AP :
[F; € Li(c,z) & c€ F)AN|p € Li(c,z) & p € L(x)].

Iteratively delete each state ¢ € ()1 and its associated transitions if ¢ has no
successor, until no more such states and transitions can be deleted.

Let L%’AP) denote the set of all infinite length propositions-traces that are generated
by Ti. Then from the construction of 7} above, Lgﬁf AP) lim(pr(Sy)) N L(P“}’AP).

12
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P

4. Check whether Sy is relatively w-closed with respect to L , i.e., whether

L) = lim(pr(Sp)) n L7 C S).
This is done by checking whether every infinite propositions-trace generated by T}

visits the Fj-labeled (1 < i < r) states infinitely often, or equivalently, whether T}
satisfies the the LTL formula A]_,GFF;.

If the LTL formula is not satisfied by 77, then output that “the system is not prediag-
nosable for failures”; otherwise output that “the system is prediagnosable for failures”.

Remark 5 It is known that the first and second steps of Algorithm 1 have a complexity of
O(2¥1). The third step has a complexity of O(2°0#)|Xp|?). This is because the complexity
for the LTL model checking with the special formula A]_;GF'F; is linear in both the size of
the system (number of states and transitions) and the value of r (we can model check the
formula GFF; for each i = 1,---,r), and » < |f|. Thus, Algorithm 1 has a complexity of
O(2°U7D| X p|?), and its correctness follows from the construction together with Theorem 2.

The following example is used for the illustration of Algorithm 1.

Example 2 Consider again the system shown in Figure 1 of Example 1 along with the
specification f = GF'p. Per the first step of Algorithm 1, we construct a generalized Biichi
automaton Ty = (Cr, Xap, Ry, q(]; ,F) that accepts all infinite propositions-traces satisfying
f as follows: Oy = {to,t1,t2}, Yap = {0, {p}, {9}, {p, g}}, Ry as shown in Figure 2, ¢} = t,
is the initial state, and F = {F}} is the generalized Biichi acceptance condition with F; =
{t1}. The second step of Algorithm 1 does not change Ty. By applying the third step of

{r}. {p.g}

Fy {n,{p.g}

Figure 2: Biichi automaton T

Algorithm 1, we obtain 7} as shown in Figure 3. One can verify that the LTL formula GFF}
is not satisfied by T} since the trace ((wo,t1)"(21,%2)*) does not visit the Fj-labeled state
(i.e., the state (xg,t1)) infinitely often. From the last step of Algorithm 1 we know that the
system is not prediagnosable for failures, as illustrated in Example 1.
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(F1, p, Q)

Y

(xq 19

Figure 3: State machine T}

4 Notion of G f-Failure Point

As mentioned above, for diagnosis of repeated failures, it is natural to have a specification
that must hold perpetually, regardless of the current state of the system. So, the specification
can be taken to be of the form of G f, where G stands for “Globally” (in all states) and f is
a LTL formula. It should also be noted that there is no loss of expressibility in using a LTL
formulae in the form of G f, as any LTL formula can also be expressed in the form of G f.
To see this, if for a system P = (Xp, 3, R, Xo, AP, L) its specification is given as f, then we
can transform this into an equivalent specification fe,, := G(init = f) and transform the
system into a new system Prep = (Xpew, 2, Rnew, X§, APrew, Lnew) such that

o X, = XpUXJ,

Ryew = RU{((z,init),0,2') | (z,0,2") € R},

Xger = {(z,init) | x € Xo},

APy, = AP U {init},
o Vo € Xp, Lyew(z) = L(x), and V(z,init) € X§, Lpew((z,init)) = L(z) U {init}.

It is easy to verify that there is an one-to-one correspondence between the state traces
generated by P and P,.,, and for an infinite state-trace m generated by P, 7w |= f if and
only if Tpew = frew, Where e, is the corresponding trace of m in Pey.

Next, in order to determine the number of failures that have occurred along a trace
executed by the system, we introduce the notion of G f-failure points.

Definition 4 Let P be a system, G'f be a LTL formula representing the specification. Then
for a finite or infinite state-trace m = (x1(7),---) generated by P, z;(m), Vi > 1, is called a
G f-failure point of 7 if 45 with ¢ > 7 > 1, such that

L. (zj(m), -+, xi(m)) is a G f-failure state-trace;
2. Vk with i > k > j, (z;(7),---,2k(7)) is not a G f-failure state-trace.
We use NY to denote the number of all G f-failure points of 7.

Thus the ith state x;(7) of an infinite state-trace 7 is a G f-failure point if there exists a
state-trace segment m;; = (x;(7), -, z;(m)) of m ending in xz;(7) such that 7j; is a G f-failure
state-trace and no prefix of 7j; is a G f-failure state-trace (m;; is the shortest G f-failure
state-trace ending in x;(7)).
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Remark 6 From the semantics of Gf, we know that each G f-failure point of a trace w
indicates one violation of the specification Gf along the trace 7. Thus for the diagnosis of
repeated failures, we just need to diagnose the number of the occurrence of the G f-failure
points along any state-trace 7 executed by the system. From now on, we do not distinguish
between the number of G f-failure points and the number of failures of the specification G f.
Since now we are interested in the diagnosis of G f-failure points, it is natural to require that
every infinite G f-failure trace in P shall contain a G f-failure point, i.e., the system shall be
G f-failure prediagnosable. From now on, we assume this to be the case.

Remark 7 Note that one can also have a notion of G f-indicator point by replacing “G'f-
failure state-trace” with “G f-indicator state-trace” in Definition 4. Since an indicator point
only indicates the inevitability of a failure in future (and not its actual occurrence), there
may exist multiple number of indicator points for a single failure point. This is the reason we
adopt the notion of G f-failure point and not that of G f-indicator point. This is illustrated
more concretely by the following example.

Example 3 Consider the system shown in Figure 4. Suppose the specification is given as
Gp, i.e., “p” should hold in every state visited in any infinite trace of the system. It is

BSOG

Figure 4: Example for G f-failure point

easy to verify that in the infinite trace m = (xg, 1, x2,2%), there is only one failure in m,
namely at xo, which is also the only Gp-failure point of 7. However, if we adopt the notion
of G f-indicator point, then we find that z, x1, and x5 all are Gp-indicator points of 7. This
is because the failure at x5 will occur inevitably if we are at xg, as well as at x; and .
The adoption of G f-indicator state-trace is a viable alternative if we are interested in only
detecting whether or not a failure has occurred, but if we must also determine each time a
failure has occurred, then we must adopt the notion of G f-failure state-trace.

In the following, we provide an algorithm for deciding the number of G f-failure points
of state-traces in the system by labeling each G f-failure point as a faulty state. Let P =
(Xp, X, R, Xo, AP, L) be a non-terminating system, M be an observation mask, and SP =
{Gfi,m > i > 1} be aset of LTL specifications, then the algorithm for identifying G f;-failure
points in P for any i € {1,---,m} is described in the following.

The algorithm proceeds as follows. First, a tableau 7%, is constructed for the formula f;
such that all the infinite propositions-traces satisfying f; is contained in T%,. Next, a deter-
ministic finite state machine A} is constructed from T',, which accepts all finite propositions-
traces that are not f;-failure traces (Definition 2). In the third step, a non-deterministic finite
state machine A? with a transition labeling function M? is constructed such that A? accepts
all finite propositions-traces, but those that are not accepted by A} is identified by M? (such
traces are f;-failure traces). In the next step, A? is determinized to A? and the transition
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labeling function M? is changed to a state labeling function M?3. Any trace of A3 ending at
a M?3 labeled state is a f;-failure trace. In the last step, A2 is synchronized with the system
P to obtain P;. In P;, a state is marked by 1); as a G f;-failure point if and only if its first
coordinate is a M?® labeled state of A?.

Algorithm 2 Algorithm for identifying G f-failure points

1. This step is for the construction of a tableau 7%, for formula f; that contains all the
infinite propositions-traces satisfying f;. Following the method in [8], T, can be con-
structed as Ty, = (C}, R;, AP;, L;), where C; is the state set, R; C C; x C; is the
transition relation, AP, = {p € AP | pis a sub-formula of f;} is the set of atomic
propositions for T%,, and L; is the labeling function.

2. This step is for the construction of a deterministic finite state machine A} that accepts
the language {s € ¥%4p | 3t € X4p st. st = f;}. A = (X}, Xap, R}, zjy) is
constructed from T}, as follows:

(a) Construct a non-deterministic finite state machine
NA; = (Xi,Zap, NRi, i)

from T',, where X; = C; U {z;0} is the state set; Yap, = 24P {5 the event set;
NR; C X; x ¥ap, x X, is the set of transitions, which is defined as:
® V.I'l,l'z € X,L — {.I'io}, o € ZAPN (ZL’l,O',.I'Q) < NRZ iff (.1'1,33'2) € Rz and
g = Ll(.TQ) N AR,
[ V:cl S X,L — {xio}, o € EAP“ (33'1'0,0',.1'1) < NRZ iff fz c Ll(ﬂfl) and o =
Li(x9) N AP;;
and x;0, the state added, is the initial state.
(b) Obtain A} as the determinization of NA;.

We require A} to be accessible, i.e., every state in A} is reachable from its initial state.
If A}l is not accessible, then we make it accessible by deleting those states and the
associated transitions from A} that are not reachable from z},.

3. This step is for the construction of a non-deterministic finite state machine A? =
(X7,%ap, R?, %) that accepts the language X%, and has a labeling function M? :
R? — {F;,0} for distinguishing the languages generated by A} and A?. A? and M?
are constructed from A} as follows:

e X7 = X!UX_y, is the state set, where
X ={e€Xap | Are X/ st. ()5, e,x) € R} }.

e R? = RIUR'UR?U R? is the set of transitions, where R', R? and R® are defined
as: V(z1,6,m3) € X2 X Yap, x X?,

— (z1,e,29) € R ff [3a’ s.t. (w1,e,2") € R A [((e € Xop) A (2 =€) V ((e &
X_‘fi) A ((@10:6@2) € Rzl))]v
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~(onye,ma) € R [ € Xop] A [((6 € Xop) A (02 = ) V (e & Xop) A
(( 0767x2) € R} ))]

— (z1,e,m3) € R*iff [11 € XA [ A2 s.t. (x1,e,2") € R} A [((e € Xop,) A (22 =
e)) V ((e & Xop) A ((wp, €, 22) € R}))].

e 12 = x}; is the initial state.

o M?: R? — {F;,0} is the labeling function defined as: V(z1,e€,x5) € R?,

9 | F if [z € XV [(21,e,22) € R?],
M (x1,e,72) = { @  otherwise.

We make A? to be accessible by removing those states and their associated transitions

from A? that are not reachable from x%).

. This step is for the determinization of A? and the construction of a new labeling
function M3 defined on the set of states (instead of on the set of transitions). A
deterministic finite state machine A% = (X2, Y ap, RS, x3)) together with the labeling
function M3 : X? — {F}, 0} are constructed from A? and M? as follows:

e Obtain Ay = (Xo;, Yap,, Roi, ¥%) as the determinization of A?.
e Construct A? from Ay; as follows:

— X? = Xy U X,ep is the state set, where

Xpew = {(x 1) |2 € Xy st [tNXop, =0 AB(2',e,2) € Ry
(E|I1 ca ,T1 €T, M? (ffpe ml) FZ)]}

— R? is the set of transitions which is defined as: V(z,e,2") € X2 x Sap, x X2,
(x,e,a ) € R? if and only if one of the following holds:

(z,e,2') € Ry| N[ By € 2 € ' s.t. M*(xy,e, 7)) = Fl;

x (y 1) € Xpew) A2 & Xnew N [(y,e,2") € Roy] N[ Ay € y, 2 €

2 s.t. M?(xq,e,2)) = F;

* [z new] AN = (y,1) € Xpew) A (z,e,y) € Ry] A Bz € x,2) €

ys t M? <x1767x,1) :Fi];

x [r = (y ,1) € Xnew N2 = (¢, 1) € Xoew) A [(y,6,Y") € Ry A [Ty €

y, oy €y s.t. M*(zy,e,2)) = F.

— 23, = 2%, is the initial state.

o M? is defined as: Vo € X2, M3(x) = F; if [t N X_j, # 0] V [z € Xen], otherwise
M3(z) = 0.

We make A? to be accessible by removing those states and their associated transitions

from A? that are not reachable from 3.

. This step is for the construction of a finite state machine P; = (Y;, 2, R!, Yo, F}, ¢;) that
identify all the G f;-failure points in P, where 1; : Y; — {F;, 0} is the fault assignment
function. P is obtained from the synchronous composition of P and A? as follows:
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e YV, = X? x Xp is the set of states,

e RECY; x X U{e} xYjis the set of transitions, which is defined as:
V((z1,22), 0, (x)a})) € Vi x U {e} x Y],

((z1,12), 0, (¥)2h)) € R & [(x1, L(zy) N AP, 2)) € Rf’] A [(xo,0,25) € R].

o Vio={(z,7') € X? x Xy | (23, L(z') N AP;,x) € R?} is the set of initial states.
e ¢ : Y; — {F;,0} is the labeling function, which is defined as: V(zq,x) € Y;,
Vi(y, x9) = M3 ().

We make P; to be accessible by removing those states and their associated transitions
from P; that are not reachable from Y.

Remark 8 It is known that the tableau T}, has at most 2°(/i) number of states; and because

5200

of the deterministic operation A} has at most number of states. A? is derived from

220(\fi\) 2220(If¢\)

Al and it also has at most number of states. A? has at most number of states
because of another deterministic operation; and it follows directly from the construction that

P; has at most O(ZQQO(W) X |Xp|) number of states. Thus, Algorithm 2 has a worst case
complexity that is triple exponential in the length of the formula f; and linear in the number
of the states of the system P. Note that in most real applications, usually the number of
the system states is very large whereas the length of the formula f; is very small. Since our
algorithm has a linear complexity in the number of system states, our algorithm performs
very well with respect to the number of system states. On the other hand, since the length of
the specification formula is usually very small and also since in most situations the worst case
complexity is not encountered, our algorithm should provide good performance in practice.
Further research is needed to determine whether or not a better complexity algorithm exists.

We have the following theorem which describes some properties of the state machines
constructed in Algorithm 2.

Theorem 3 Let P = (Xp, 3, R, Xy, AP, L) be a non-terminating system with a specification
set SP = {Gf;,1 <i <m}. Let A} = (X}, Xap, R}, x}y), A? = (X2, Yap, R?, z3) with
the labeling function M? : R? — {F;,0} , A} = (X}, X ap,, B}, 23,) with the labeling function
M3 X} — {F;,0}, and P, = (Y}, %, R, Yo, F}, 1) be the finite state machines constructed
in Algorithm 2, then we have:

1. The language generated by A}, denoted by L1, is {s € X% p | 3t € B4p, s.t. st = f;}.

2. The language generated by A?, denoted by Ly2, 18 X p; and V(er, -+, e,) € X% p with
n > 1, there exists a j > 1 such that (e;,---,e,) is a f;-failure propositions-trace if
and only if there exists a path

2
(ml = T;9,€1,X2, ", Tn, En, xn-i-l)

in A? (ie., Vi € {1,---,n}, (z;,e;,2,01) € R?) with either M?(z,,e,,xn1) = Fj; or
Tnt+1 € Xﬂfi.
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3. A3 is deterministic; the language generated by A3, denoted by L s, is Xp; and
V(er,---,e,) € Y4p with n > 1, there exists a j > 1 such that (ej,---,e,) is a
fi-failure propositions-trace if and only if for the path

(xl = x?(]v €1,T2, ", Tn, En, xn-ﬁ-l)
in A? (i.e., Vi € {1,---,n}, (z;,€e;,2:41) € R}) it holds that M?(z,41) = F;.
4. There is an one-to-one correspondence between Trp and Trp,:

o V!l = (xg,- -, x,) ETrp
= [37 = ((20,20), "+, (20, xn)) €Trp] A [Of = Optl;

o V1= ((20,70), -, (2, Tn)) €Trp,
= [’ﬂ't = ($0’ e 7In) ETI'P] A [Oﬂ—t — Oﬂ]

5. Vat = (o, -+, x,) €Trp and its corresponding trace ™ = ((29, o), - -, (2n, Tn)) € Trp,,
any state z; (0 < j <n)in 7’ is a G f;-failure point if and only if ¢;(z;, z;) = F.

Proof: The first and the fourth assertions follow directly from the construction of A} and
P;. The third assertion follows directly from the construction of A? and the second assertion.
The last assertion follows directly from the construction of P; and the third assertion. So we
only need to prove the second assertion.

For the second assertion, from the construction of A2, it is easy to verify that A? accepts
the language X7 p. In the following, we prove that V(ei,---,e,) € Xjp with n > 1, there
exists a j > 1 such that (e;,---,e,) is a fi-failure propositions-trace if and only if there exists
a path

(:Ul = x?Ov €1,T2, ", Tn, En, xn-i—l)

in A? with either M?(x,, €y, Tpi1) = Fj or 2p41 € Xof,.
For the sufficiency of the above assertion, suppose there exists a path

2
(xl = T;0,€1,%2,**,Tp, En, anrl)

in A? with either M?(x,, €n, ¥pi1) = Fi or 21 € Xoy,. 2,41 € Xy, then e, = x,,11. From
the definition of X, we know that (e,) is a f;-failure propositions-trace. If z,+1 ¢ X,
but M?(z,,en, Tpni1) = F; then we must have that (z,,e,,7,.1) € R3, which implies that
r, € X!. From the construction of A? we know that z,, must be reached through a path

(zj,€j, -, x,) entirely contained in A}, and (x}),e;—1,2;) € Rj. It further implies that
(€j—1,+,€en—1) € Ly but (ej_1,---,e,) & L1, 1€, (ej_1, -+, €,) is a fi-failure propositions-
trace. So the sufﬁcieﬁcy of the above assertion holds.

For the necessity of the above assertion, suppose there exists a j > 1 such that (e;,- -, e,)
is a f;-failure propositions-trace Let (e;,---,e,) be the f;-failure propositions-trace such
that no (ex,---,e,) with & > j is a f;-failure propositions-trace. Then we have that
(€, €n—1) € L1 but (&;,--+,en) & Ly1. We have two cases here.
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1. If j = n then we must have that e, € X . Since A? accepts the language X%,
we know that there exists a path (z; = 2%, ey, 29, -, €, 1,7,) in A2 From the
construction of A%, we know that the path

2
(xl — xi07 61; IQ, te 7671—17 x’m 6717 xn—i—l - 67’1)

. . . 2

is also contained in A7, here z,41 € X_y,.

2. If j < n then there must exist a path (x}y, €j, Zj41, -, €51, 2,) in A} and no transition
in the form of (x,, e,,2’) exists in R}. From the construction of A?  we know that there
exists a path

(11 =2y, €1, T, €5, Tjp1, -+, €n 1, Ty €n, Trp)

in A?. Since (2, €n, Tni1) € R}, we have that M?(x,, e,, Tpy1) = Fi.

From the above, we know that the necessity of the assertion also holds. This completes the
proof of the second assertion. [ ]

From Theorem 3, we know that every G f;-failure point in P is identified in P; as a
state labeled with F;. Thus for the purpose of repeated failure diagnosis, if the system P is
G fi-failure prediagnosable, then we just need to diagnose each visit to a Fj-labeled state in
P,

5 Diagnosis for Repeated Failures

In this section, we give definitions of various notions of diagnosability for diagnosing
the multiplicity of the occurrence of failures in the temporal logic setting adapted from the
corresponding definitions given in the state-based setting in [12], and show that the diagnosis
for repeated failures in the temporal logic setting can be transformed to the diagnosis in the
state-based setting which was studied in [12].

The definition of diagnosability for repeated failures in the temporal logic setting is given
below.

Definition 5 Given a system P, an observation mask M, and a set of specifications SP =
{Gfi,m > i > 1}, P is said to be K-diagnosable (K > 1), (resp., [1, K]|-diagnosable, or
[1, oo]-diagnosable) with respect to M and SP if P is G f;-failure prediagnosable for each
G f; and

(VGf; € SP)(In; € N)

(VJ = K)((resp., (VJ,1 < J < K),or (VJ >1)))
(Vmo € Trp, NJi > J)

(Vr = momy € Trp, |m| > ny)

(Vr' € Trp, O N Oy # 0)

= (Nfi>).
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From Algorithm 2, we know that each G f;-failure point can be identified by a F; la-
beled state. This suggest that the repeated diagnosis in the temporal logic setting can be
transformed to that in the state-based setting. In the following, we show that the above
definitions of diagnosability for repeated failures in the temporal logic setting are equivalent
to those defined in the state-based setting in [12].

Given a system P = (Xp, %, R, Xo, AP, L) with an observation mask M and a spec-
ification set SP = {Gf;,1 < i < m}, from Algorithm 2 we can obtain a system P, =
(Y:, 3, Rt, Yo, F;, ;) for each i = 1,---,m. From Theorem 3, and the definitions of diagnos-
ability in temporal logic and state-based settings, the following result holds obviously.

Theorem 4 If P is G f;-failure prediagnosable for each G f; in SP, then P is K-diagnosable
(resp., [1, K]- or [1, oc]-diagnosable) with respect to M and SP if and only if Vi € {1,---,m},
P, is K-diagnosable (resp., [1, K]- or [1, oo]-diagnosable) with respect to M and ;.

Theorem 4 solves the problem of repeated failure diagnosis in the temporal logic setting
by reducing it to the corresponding problem in the state based setting. Conversely, given a
system P = (Xp, X, R, Xy, F, ) with an observation mask M, we can obtain another system
P = (Xp, X, R, X0, AP, L) with AP = F, L(x) = ¢(x) for all z € Xp, and a specification
set SP = {G-F;,1 <i<m}. It is easy to verify that P’ and P accept a same set of state-
traces, i.e., Trp=Trp, and for any state-trace m = (xg, 1, --) generated by P’, z; (i > 0)
is a G- F-failure point in 7 if and only if F; € L(z;) = ¢(x;). It is obvious that the above
P’ is G—F;-failure prediagnosable for each G—F; in SP, since every G—F; in SP is a safety
property. From the definitions of diagnosability in temporal logic setting and in state-based
setting, the following result follows.

Theorem 5 P is K-diagnosable (resp., [1, K]- or [1, 0o]-diagnosable) with respect to M and
¢ if and only if P" is K-diagnosable (resp., [1, K]- or [1, oo]-diagnosable) with respect to M
and SP.

Remark 9 Theorems 5 and 4 establish the equivalence of notions of diagnosability for
repeated failures in the state-based setting and those in the temporal logic setting. Further
from Theorem 4 we know that once the system passes the test of prediagnosability for failures
developed above, then we can perform the diagnosis for repeated failures in the state-based
setting, and the results of [12] can be directly applied.

6 Illustrative Example

In this section, we present a simple example to illustrate the concepts and algorithms
developed in this paper. Consider a traffic monitoring problem of a mouse in a maze. The
maze, shown in Figure 5, consists of four rooms connected by various one-way passages, and
some of them have sensors installed to detect the motion of the mouse through them. The
mouse is initially in room 0, and it can visit other rooms by using the one way passages, and
it never stays in one room forever. A failure is said to have occurred if the mouse make a
cycle between rooms 0 and 2 without visiting any other room, i.e., the sub-sequences (room
0, room 2, room 0) and (room 2, room 0, room 2) are illegal. The task of repeated failure
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Figure 5: Mouse in a maze: repeated monitoring

diagnosis is to monitor the motion of the mouse by observing the sensor signals, and to
detect the number of times the failure has occurred.

The above problem can be viewed as one of [1, 0o]-diagnosis in the temporal logic setting,
where the system P = (Xp, X, R, xg, AP, L) to be diagnosed is as shown in Figure 6. Here

u
JORNO
0, u lu
03
p (2 M)
A N
Figure 6: System model

Xp={x;,0<i <3}, ¥ ={01,09,03,u}l, A ={01,09,03}, the mask M is given as M(u) =€
and M(o;) = o; for i = 1,2,3, AP = {p}, and the labeling function L is given as L(z;) =
L(xz3) = 0 and L(xg) = L(z2) = {p}. The specification is represented by Gf; = G(-p V
X-pV XX-p).

It is obvious that the above system is trivially G f;-failure prediagnosable, since G f; is a
safety property. Next, we reduce the above problem in the temporal logic setting to the one
in a state-based setting by using Algorithm 2 to identify those G f;-failure points in P.

The tableau T, for f; is given in Figure 7.

The deterministic state machine A7, obtained from 77, is as shown in Figure 8.

The state machine A?, derived from A}, is as shown in Figure 9, where only the transition
(u3,p,uy) is labeled with F} by the labeling function M?, i.e., M?(us, p,u1) = F}.

The state machine A2, derived from A?, is as shown in Figure 10, where only states w3
and wg are labeled with F} by the labeling function M3,

The state machine P;, derived from the synchronous composition of A% and P, is as
shown in Figure 11, where only states ys, y4, ¥10, and y;; are labeled with F; by the labeling
function ;.

Now the problem can be expressed as a [1, co]-diagnosis problem in the state-based setting
as follows. The system is represented by Pj; the set of failure types is F = {F3}; the failure
assignment function is 1;; the observation mask is M.
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Figure 9: Diagram of A?
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Figure 11: Diagram of P;
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By applying the results in [12] for the above state-based repeated diagnosis problem
(details are omitted), we can find that P; is [1, 0o]-diagnosable with respect to M and y;
and an off-line diagnoser for the example can be derived as shown in Figure 12. The diagnoser

.qo : 0,
T
\ /

o
-

Figure 12: Off-line diagnoser

reports the detection of I; new failures each time it reaches a state with I; > 0.

7 Conclusion

In this paper, the problem of repeated failure diagnosis for discrete event systems with
LTL specifications is studied. Notions of prediagnosability for failures and repeated diagnos-
ability in the temporal logic setting are defined. Algorithms for the test of prediagnosability
for failures and for the transformation of repeated failure diagnosis in the temporal logic
setting to that in the state-based setting are provided. An illustrative example is also given.

Note that we have solved the problem of repeated failure diagnosis in the temporal logic
setting by reducing it to the one in the state-based setting. As a future research direction,
one may want to obtain a method that performs the diagnosis directly in the temporal logic
setting. Also in practice, after a failure is detected, the system should be reconfigured. Thus
the failure-adaptive control of DESs is also a future research topic.
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