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Abstract

We presentalgorithmsfor identifying frequentlyoccurringelementsn a large distributed dataset
usinggossip Our algorithmsdo not rely on ary centralcontrol,or on anunderlyingnetwork structure,
suchasa spanningree. Instead,nodesrepeatedlyselecta randompartnerandexchangedatawith the
partner— if this processcontinuesfor a (short) period of time, the desiredresultsare computedwith
probabilisticguaranteesntheaccurayg. Our algorithmfor frequentelementss built by layeringanovel
small space“sketch” of dataover a gossip-basedatadisseminatiormechanism.We prove that the
algorithmcorvergesto the approximatdrequentelementsvith high probability, andprovide boundson
thetimetill corvergence.To ourknowledge thisis the rst work on computingfrequentelementsising
gossip.

1 Intr oduction

We areincreasinglyfacedwith data-intensie decentralizedystemssuchaslarge scalepeerto-peernet-
works,senerfarmswith tensof thousandef machinesandlargewirelesssensonetworks. With suchlarge
networkscomesncreasinginpredictability the networksareconstantlychangingdueto nodegoining and
leaving, or dueto nodeandlink failures. Gossipis a type of communicatiormechanisnthatis ideally
suitedfor distributed computatioron suchunstablejarge networks. Gossip-basedistributedprotocolsdo
not assumeary underlyingstructurein the network, suchasa spanningtree, so, thereis no overheadof
sub-netwrk formationandmaintenanceA gossipprotocolproceedsn mary “rounds” andin eachround,
a nodecontactsa few randomlychosennodesin the systemand exchangesnformationwith them. The
randomizatiorinherentlyprovidesrohustnessandsurprisingly oftenleadsto fastcorvergencetimes. The
useof gossip-basegrotocolsfor datadisseminatiorandaggrgationwas rst proposecby Demerset al.
[8].

We focuson the problemof identifying frequentdata elementsn a network using gossip. Consider
a large peerto-peernetwork thatis distributing content,suchas news or software updates.Supposehat
thenodesin the network (or the network administratorsish to track the identitiesof the mostfrequently
accesseitemsin the network. Therelevantdatafor trackingthis aggrgatearethe frequencie®f accesses
of differentitems. However, this datais distributed throughoutthe network — in fact, even the number
of accesse#o a singleitem may not be available at ary single point in the network. Our gossip-based
algorithmfor frequentelementanbe usedto trackthe mostfrequentlyaccessedemsin alow-overhead,
decentralizednanner Anotherapplicationof trackingfrequentitemsis in the detectionof a distributed
denialof service(DDoS)attack wheremary maliciousnodesmayteamupto simultaneouslgendexcessie
trafc towardsasinglevictim (typically awebsener), sothatlegitimateclientsaredeniedservice.Detecting
a DDoS attackis equivalentto nding that the total numberof accesseso somesener hasexceededa
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threshold A distributedfrequentelementsalgorithmcanhelpby trackingthe mostfrequentlyaccessedeb
senersin adistributed mannerandnoting if thesefrequenciesareabnormallylarge. With a gossip-based
algorithmthis computatiorcanproceedn atotally decentralizednanner

We considertwo variantsof thefrequentelementgproblem,with absoluteandrelative thresholdsin the
absoluteghresholdversion,the taskis to identify all elementsvhosefrequeng of occurrences at leastan
absolutenumber(threshold) which is anuserde ned parameterin therelative thresholdversion,thetask
is to identify all elementsvhosefrequenyg of occurrencaes morethana certainfractionof thetotal sizeof
the data,wherethe fraction (the relative threshold)is an userde ned parameterin a distributed dynamic
network, thesetwo problemsturn outto beratherdifferentfrom eachother

Our algorithmswork without explicitly takulating the frequenciesof differentelementsat ary single
placein thenetwork. Insteadthedistributeddatais representetly asmallspacé'sketch” thatis propagated
andupdatedvia gossip. A sketchis a space-etient representatiomnf the input, which is speci c to the
aggrgatebeingcomputed and captureghe essencef the datafor our purposes.The spacaaken by the
sketch canbe tunedasa function of the desiredaccurag. A complicationwith gossipis that sinceit is
anunstructuredorm of communicationit is possiblefor the samedataitem to be insertedinto the sketch
multiple timesasthesketchpropagatesDueto this, atechnicalrequiremenits thatthe sketchshouldbeable
to handleduplicateinsertions,.e. it shouldbe duplicate-insensite. If the gossipproceeddong enough,
the sketchcanbe usedto identify all elementsvhosefrequeny exceedshe userde ned threshold.At the
sametime, elementsvhosepopularityis signi cantly belon thethresholdwill be omitted(again,with high
probability).

To summarizeour contritutions, we presentthe rst work on computingfrequentelementsn a dis-
tributed datasetusinggossip. We presentrandomizedalgorithmsfor both the absolutethresholdandthe
relative thresholdversionsof the problem.For eachalgorithm,we presentrigorousanalysisof thecorrect-
nessandthetimetill corvergence.Our analysisshav thatgossip-basedlgorithmscorverge quickly, and
canmaintainfrequentelementsn a network with areasonableommunicatioroverhead We alsonotethat
similartechniquesanbeusedin estimatingthe numberof distinctdataitemsin the network.

With a gossipprotocol,communicatioris inherentlyrandomizedanda nodecannever be certainthat
theresultson handarecorrect.However, thelongertheprotocolruns,theclosertheresultsgetto thecorrect
answeyr andwe areableto quantify the time takentill the protocolcorvemesto the correctanswey with
high probability Gossipalgorithmsaresuitablefor applicationsvhich cantoleratesuchrelaxedconsisteng
guaranteesExamplesncludeanetwork monitoringapplicationwhichis runningin thebackgroundmain-
tainingstatisticsaboutfrequentlyrequestediataitems,or the mostfrequentlyobsered datain a distributed
system. In suchan application,a guarantee@ccurateanswermay not be required,and an approximate
answemaysufce.

1.1 RelatedWork

Demerset al. [8] werethe rst to provide a formal treatmentof gossipprotocols(or “epidemic algo-
rithms” asthey calledthem)for datadissemination KempeandKleinbegg [15] analyzedthein uence of
the underlyinggossipmechanisnon the designof gossip-basegrotocols,andexploredthe limitations of
uniform gossipin solvingthe nealestresouce locationproblem Kempe ,DobraandGehrle [14] proposed
algorithmsfor computingthe sum, average approximatelyuniform randomsamplingand quantilesusing
uniform gossip. Their algorithmfor quantilesare basedon their algorithmfor the sum— they choosea
randomelementandcountthe numberof elementghataregreaterandlesserthanthe choserelementand
recurseon smallerdatasetsuntil the medianis found. Thustheir algorithmsneedmary instance®f “sum”
computationgo corverge beforethe medianis found. A similar approackcould potentiallybe usedto nd



frequentelementsisinggossip.In contrastour algorithmsfor frequentelementsarenot basedon repeated
computatiorof thesum,andcorverge faster

Muchrecentwork [4, 5, 20] hasfocusedon computing‘separabldunctions”usinggossip.A separable
functionis onethat canbe expressedisthe sumof individual functionsof the nodeinputs. For example,
thefunction“count” is separableandsois thefunction“sum”. However, thesetof frequentelementss not
a separabldunction. Hence thesetechniqueslo not apply to our problem. Thereis muchotherwork on
the computatiorof basicaggregates,we list afew representate oneshere. Kashyapetal. [13] proposed
algorithmsfor gossipwith e xible tradeofs betweenthe numberof roundsandthe numberof messages
transmitted. Dimakis, Sarwate and Wainwright [9] considerthe problemof computingthe averageover
randomgeometricgraphswith location-avare nodes,combininguniform gossipwith greedygeographic
routing.

The problemof identifying frequentelementsn datahasbeenextensvely studied[19, 18, 12] in the
databasegdata streamsand network monitoring communities(where frequentelementsare often called
“heavy-hitters”). Theearlywork in thisis dueto MisraandGries[19], who proposed deterministicalgo-
rithm to identify frequentelementsdn astreamfollowedby MankuandMotwani[18], whogaverandomized
anddeterministialgorithmsfor trackingfrequentelementsn limited space.Theabose werealgorithmsfor
acentralizedsetting.

Caoand Wang [7] proposedan algorithmto nd the topk elementsin a distributed setting, where
they rst madea lowerbound estimatefor the kth value, and then usedthe estimateas a thresholdto
prune away elementswhich should not qualify astopk. Zhaoetal. [23] proposeda sampling-based
anda counting-sktch-baed schemeo identify globally frequentelements.Manjhi etal. [17] presentan
algorithmfor nding frequenttemsondistributedstreamsthroughatree-basedggreation.Venkataraman
etal. [22] presentnalgorithmfor identifying “superspreadersir “heavy distincthitters”in anetwork data
stream.KeralapuraCormodeandRamamirthanj16] proposedanalgorithmfor continuouslymaintaining
the frequentelementsover a network of nodes. The above algorithmsare not directly applicableto the
problemof identifying frequentelementausing gossip,becausdhey sometimesassumehe presencef a
centralnode,or anunderlyingnetwork structuresuchasa spanningree[17, 16|, andfurther, they do not
considerthe disseminatiorof sketchthroughgossip,or the costof network-wide communication.

1.2 Organization of the Paper

In Section2, we stateour modelandthe problemmoreprecisely Thealgorithmandanalysisfor the caseof

absoluteghresholdn theasynchronousme modelis presenteih Section3 andthecaseof relative threshold
is presentedn Section4. In Section5 we discusghe synchronousime model,andthe computatiorof the
numberof distinctelementsDueto spaceconstraintswe have deferrednostof theproofstill theappendix,
andpresensketchesof the proofsof someresults.

2 Model

We considera distributed systemwith N nodesnumberedrom 1 to N. The numberof nodesis not nec-
essarilyknown to ary participatingnode,andthis informationis not usedby the algorithms. Eachnodei
holdsa singledataitem m;. Without lossof generality we assumeahatm; 2 f1;2;:::;mgis aninteger

de ned asthenumberof nodeshathave dataitemv, i.e.f, = jfj 2 [N]: m; = vgj. Notethatf, maynot
beavailablelocally atany node,in factdeterminingf , itself requiresa distributedcomputationThetaskis
to identify thoseelementghathave large frequenciesWe notethatthoughwe describeour algorithmsfor



the caseof oneitem pernode,they canbeeasilyextendedo the casewheneachnodehasnotonly asingle
item, but perhapsa (multi)setof items.

We considerthe scenarioof uniform gossip which is the basic,and mostcommonlyusedmodel of
gossip.Wheneer a nodei transmitsjt chooseghe destinationof the messagdo be a randomnodefrom
amongall the currentnodesin the system.The selectionof thetransmittingnodeis doneby the distributed
schedulerdescribedaterin this section.We considertwo variantsof the problem,dependingon how the
thresholdsrede ned.

Absolute Threshold. The usergives an absolutefrequeng thresholdk > 1 andapproximationerror
( < K). Anitemyv is considerea frequentitemif f, k, andv is aninfrequentitemif f, < k . Note
thatwith a datasetof N elementgheremaybeupto N =k frequentelementsaccordingo this de nition.

Relative Threshold. In somecasesthe usermay not be interestedn an absolutefrequenyg threshold,
but may only be interestedn identifying itemswhoserelative frequeng exceedsa giventhreshold.More
precisely given a relative threshold (0 < < 1), approximationerror (0 < < ), anitemv is
consideredo be a frequentitemiif f, N , andv is consideredaninfrequentitemif f, < ( IN.
Accordingto thisde nition, theremaybenomorethanl= frequentitems.

In acentralizedsetting,whenall itemsarebeingobsered at the samelocation,the abore formulations
of relative andabsolutethresholdsareequialent,sincethe numberof itemsN is known, andary absolute
thresholdcan be convertedinto a relative threshold,or vice versa. However, in a distributed setting, a
thresholdfor relative frequeng cannotbe locally corvertedby a nodeinto a thresholdon the absolute
frequeny, sincetheuserin alarge distributed systemmay not know the numberof nodesor the numberof
dataitemsin the systemaccuratelyenough.Thus,we treatthesetwo problemsseparately

At the end of the gossip,the following probabilisticguaranteesnust hold, whetherfor absoluteor
relative thresholdsLet beanuserprovidedboundontheerrorprobability(0 < < 1).
(1)Frequenttemsare Identi ed. With probabilityatleast(1 ), every nodereportsevery frequentitem.
(2) Infrequentitemsare Discarded. With probabilityatleast(1 ), no nodereportsaninfrequentitem.
In otherwords,the probabilitythataninfrequentitemis incorrectlyreportedby anodein the systemis less
than . Notethatwe presentandomizedalgorithmswherethe probabilisticquaranteebold irrespectie of
theinput.

Time Model. We consideibothasynchronouandsynchronousnodels.ln theasyntironousmodel,time
is divided into non-overlappingrounds. In eachround,a single sourcenode,chosenuniformly at random
outof all N nodestransmitsto anotherrandomlychoserrecever. Thetime complity is the numberof
rounds,or equvalently the numberof transmissionssincein eachroundthereis only onetransmission.
Sections3 and 4 discussthe asynchronousnodel. In the syntironousmodel,in eachround, every node
sendsamessagé¢o arecever choseruniformly atrandomfrom amongall nodes.Thus,in a singleroundof
synchronougommunicationN messageareexchangedmongthe nodes.We considerthe synchronous
modelin Section5.

PerformanceMetrics. We evaluatethequality of our protocolsvia thefollowing metrics:theconvergence
time whichis de ned asthenumberof roundsof gossiptill corvergence andthecommunicatiowompleity,
whichis de ned asthe numberof bytesexchangedill convergence.



3 FrequentElementswith an Absolute Threshold

We now presentinalgorithmin theasynchronoumodelfor identifyingelementsvhosefrequeny is greater
than a userspeci ed absolutethresholdk. The algorithmsfor the synchronousmodel are presentedn
Section5. LetS = fm; : i 2 [N]g denotethe multi-setof all input values. The goalis to outputall
elementss suchthatf,  k without outputtingary elementv suchthatf, < k . We rst describethe
high level intuition.

Our algorithmis basedon randomsampling. The elementsof S are sampledn a distributed manney
andthe samplecelementsaredisseminatedo all nodesusinggossip- the costof doingsois small, since
the randomsampleis typically muchsmallerthanthe size of the population. The samplingalsoensures
that frequentelementsare exchangedmore often during the later gossipphase. Intuitively, supposewe
sampleeachelementfrom S into asetT with probability 1=k. For afrequentelementv with f,  k, we
(roughly) expectoneor more copiesof v to be includedwithin T. Similarly, for aninfrequentelementu
with f, < k , we expectthatno copy of u will beincludedin T. However, someinfrequentelements
mayget“lucky” andmaybeincludedin T andsimilarly, somefrequentlementsnaynotmakeitto T. The
probabilitiesof theseeventsdecreasasthe samplesizeincreases.

To re ne this samplingschemeye samplewith a probabilitythatis alittle largerthanl=k, sayc=k for
someparametec. Finally, we selectthoseelementghatoccuratleastr timeswithin T, for someparameter
r < cthatwill bedecidedby theanalysis.t turnsoutthatc andr will needto dependntheapproximation
error aswell asthethreshold . Thesmaller is, thegreatershouldbethe samplingprobability sincewe
needto make amoreprecisadistinctionbetweerthefrequencie®f frequentandinfrequentelementsin the

actualalgorithm,we usea samplingprobability of 1% In 2 — notethatthisis ( £) since < k andhence
> L

The precisealgorithm for samplingand gossipis shavn in Figure 1. There are three partsto this
algorithm(andall othersthatwe describe).The rst partis thelnitialization, whereeachnodeinitialized its
own sketch,whichis usuallythroughdraving arandomsample. The next partis the Gossipportion,where
the nodesin the systemexchangesketcheswith eachother The algorithm only describesvhat happens
during eachround of gossip— it is implicit that suchcomputationgepeatforever. The third partis the
Query, wherewe describenow a queryfor frequentelementss answeredisingthe sketch. Theaccurag of
theresultimprovesasfurtherroundsof gossipoccur Throughour analysiswe give aboundonthenumber
of roundsafterwhich frequentelementsarelikely to befoundatall nodes.

3.1 Analysis

We now analyzethe correctnessndthe time complity of the algorithmin Figure1l. Dueto spacecon-
straints all proofsarepresentedn theappendixandwe present few sketchesof theproofshere.

Lemma 3.1 FalseNegatie. If visanelementvithf,  k, thenwith probabilityatleastl ,visreturned
asa frequentlemenby everynodeafter 20N In N rounds.

Sketchof proof: A falsenegative canoccurin one of two ways. (1)Eithertoo few copiesof v were
sampledduring initialization or (2) Thesampledcopiesof v werenot disseminatedo all nodesduringthe
gossip. We shav thatthe rst eventis unlikely by an analysisof the samplingprocessusing Chernof
bounds.We shav thatthesecondventis alsovery unlikely throughananalysisof theasynchronougossip
in Lemma3.4. [



Input: Dataitemmyi, errorprobability , frequeng thresholdk, approximatiorerror

1. Initialization

(a) Choose to beauniformly distributedrandomnumberin therealintenal (0; 1).
(b) If < 2XIn2thenS; f(i; m;)g, elseS; * null set*/
2. Gossip
In eachroundof gossip:
(a) If sketchS; recevedfromnodej thenS; S [ S
(b) If nodei is selectedo transmit:

i. Selectnodej uniformly atrandomfrom 1:::N.
ii. SendS; toj

3. Query

Whenasledfor thefrequentelementsreportall dataitemswhich occurmorethan

2 . .
r=1%(1 5)In2timesin S asfrequentelements.

Figurel: Gossip algorithm at node i for nding the frequently occurring elements with an absolute
threshold k

Lemma 3.2 FalsePositve. If u is anelemenwithf, Kk , Whee ki < k, thenthe probability
thatu is returnedby somenodeasa frequentlemenis nomorethan .

Sketchof proof: A falsepositive canoccurif boththe following eventsoccur: (1)r or more copiesof u
weresamplednitially and(2)all r copiesof u reachsomenodein the network throughgossip. We shav
thatthe rst eventis very unlikely, if f, k , andhencetheintersectiorof the eventsis alsounlikely. m

We have shavn that(with probabilityatleastl ), adataitemwith k or moreoccurrencess returned
as a frequentelementby every node; and a dataitem with lessthank occurrencess not reported
by ary nodeasa frequentitem. It is now naturalto askwhat happengo an elementwhosefrequeng of
occurrencdallsintheranggk ; k). Letusrefertothefrequeng rangeoflength ,[k ; k) asthe“grey
range”,to portraythe uncertainty For elementswith frequeng in the grey range,our algorithmprovides
no guarantee they could be reported,or not. Clearly a smallervalueof is desirablebut this comes
at the costof increasedsamplingprobability andhencegreatercommunicatiorcompleity of gossip. For
example,supposehatk = 103 and = 5 10°. Thisimpliesa5 percentapproximatiorerrorwith respect
to k. All elementswith frequenyg greaterthan10® will bereportedw.h.p)andall elementswith frequeng
belov 9:5 107 will notbereported andthesamplingprobabilityis approximately4:8 10 5 In 2. This
is the fraction of input itemsthat are gossipedhroughthe network in nding the frequentelementsn the
distributeddataset.

Analysis of the Gossip. We now shift our attentionto the gossipmechanismtself. Let T denotethe
multi-setof all itemssampledduringinitialization T S andjTj N. Considera singlesampledtem
2 T.LetT bede nedasthenumberof roundstill hasbeendisseminatedb all nodesin the network.



Lemma3.3 E[T ]=2N InN + O(N).

Sketchof proof: Let ; bethesetof nodesthathave aftert rounds.Thus o hasonly onenode(theone
thatsampled duringtheinitialization step).Fort = 1:::N 1, let randomvariableX ; be the number
of roundsrequiredto increasg j fromttot + 1. Wecanwrite T = X1+ X, + + XN 1. By noting
thateachX is ageometriccandomvariableandusinglinearity of expectationwe canarrive atthe desired
result. Furtherdetailsarein theappendix. [

Our prooffor high-probabilityboundson T  usethefollowing resultabouta sharpconcentratiorior the
couponcollector problem. Supposédhereare couponsof M distincttypes,andone hasto drav coupons
(with replacementat randomuntil atleastonecouponof eachtype hasbeencollected.Initially, it is very
easyto selectatypenotyetchosenput asmoreandmoretypesgetchosenijt becomesncreasinghydif cult
to geta couponof a type not yet chosen. The following resultcanbe found in standardextbooks (for
example,MotwaniandRaghaan[21]).

Theorem 1 (Folklore) Lettherandomvariable C denoteéhe numberof trials to collectat leastonecoupon
of each of M types.Then for anyconstanc 2 R, limy11  Pr[C> M InM + cM]=1 e © °.

Lemma3.4 imyi  Pr(T > 20N InN) = O(gx)

Sketchof proof: Thedisseminatiorof by gossipcanbe dividedinto two phases.The rst phasestarts
when is atasinglenodeandcontinuesuntil it hasreached\z—' distinctnodes.Theseconhasestartsafter
hasreacheol\‘7 nodesandcontinueauntil it reachedN nodes.n the rst phasejn eachroundof gossipit is
lesslikelyto nd asourcenodethathas andatthesameime,it ismorelikelyto nd adestinatiorthatdoes
nothave . Once hasreacheo‘\'7 nodesthe situationreverses We analyzethe numberof roundsrequired
for thesetwo phaseseparatelyFor eachphasewe boundthe randomvariablethatde nesthe numberof
roundsin the phaseby a simplerrandomvariablethat canbe analyzedwith the help of a coupon-collector
type of agument.Combiningtheresultsfrom thetwo phaseyieldsthedesiredresult. [

For anitemv, let T, denotethe numberof roundsrequiredto disseminatell copiesof v to all nodes.
Lemma3.5 limyin  Pr[T, > 20N InN] = O(#)

Proof: Theprooffollowsfrom Lemma3.4 usinga unionbound,andthefactthatthereareno morethanN
copiesof v. [

Lemmas3.1,3.2and3.5togetheleadto thefollowing theoremaboutthe correctnessf thealgorithm.

Theorem 2 Supposéghe distributed algorithmin Figure 1 is run for 20N In N rounds. Then,with proba-
bility atleastl , anydataitemwith k or more occuenceswill beidenti ed asa frequentlementt every
node With probabilityatleastl , anydataitemwith lessthank occuenceswill notbeidenti ed as
a frequentlementt anynode

Communication Complexity. We next analyzethe communicatiorcompleity, i.e. the numberof bytes
transmittedduring the gossip. During the algorithm, the sizesof the messagesxchangedstartfrom one
itemandgrow asthealgorithmprogresseslo avoid the compleity of dealingwith differentmessagsizes,
we separatelanalyzethe total numberof bytescontribtutedto gossipby eachsampledtem, andaddthese
contributionstogether Considerary sampledtem . We assumehattransmittingary item (i; m;) takes
a constantinumberof bytes. Let randomvariableB denotethe numberof bytesit takesto disseminate
amongall nodes.



Lemma3.6 E[B] = O(N InN)

Sketchof proof: Let ; bethesetof nodesthathave aftert rounds. In eachroundof gossip, may
or may not be transmitted. Furthereachtime is transmitted] j increase®only if the destinationof the
messagés a nodewhich is not alreadyin ;. We analyzeB asthe numberof transmission®f till

includesall nodes.Thedetailsof the proof, usingconditionalprobabilities arepresentedh theappendix.m

We cansimilarly geta high probabilityboundon B (proofsin appendix).
Lemma3.7 Pr[B > 3N InN]= O(g>).

LetY denotehetotalnumberof bytesthatneedto beexchangedor thewholeprotocoluntil thefrequent
elementdave beenidenti ed. By combiningLemma3.7 with anestimateon the numberof sampledtems,
we getthefollowing resultaboutthe communicatiorcompleity of thealgorithmin Figurel.

Theorem 3 (Communication Complexity for Absolute Threshold) Wth high probability,
- N2k 1~ 1
Y =0O(*In=InN)

4 Frequentelementswith Relative Threshold

Giventhresholds and ,where < | thegoalis to identify all elementss suchthatf N andno
elementu suchthatf, < ( )N . Unlike the caseof absolutethreshold thereis no x ed probability
thatanodecanuseto sampledataelementdocally. For the samerelatve frequeng thresholdtheabsolute
frequeny threshold N ), aswell astheapproximatiorerror( N) increasesvith N. Thusif and are
keptconstanandN increasesthena smallersamplingprobability will sufce, becausef the analysisin

3. Sincewe do not have prior knowledgeof N, we needa more“adaptive” methodof samplingwherethe
samplingprobability decreaseasmoreelementsareencountereduring gossip.

To designour sketch,we useanideasimilar to min-wiseindependenpermutationg6]. Eachdataitem
m;;i = 1:::N isassignedweightw;, whichis arandomnumbeiin theunitintenal (0; 1). Thealgorithm
maintainsasketchT of (m;; w;) tuplesthathave thet smallestweightsw;. Thevalueof t canbe decided
independenbf the populationsize N . The intuition is thatif an elementv hasa large relatve frequeny,
thenv mustoccuramongthetupleswith the smallestweight. Maintainingtheseminimum-weightelements
throughgossipis easyandif we choosealargeenougtsketch,thelik elihoodof afrequentlementippearing
in the sketcha sufcient numberof timesis very high. We identify a valuem asa frequentitem if there
areat least( =)t tuplesin T with mj = m; otherwisem is notidenti ed asa frequentelement.The
algorithmfor theasynchronoumodelis describedn Figure2. Thethreshold is choserto beO( - In(1).

4.1 Analysis

Theproofsof mostof thefollowing lemmasappeain theappendixLet denotethet™ minimumelement
amongtheN randonvaluesfw;;i = 1:::Ng. Thenextlemmashavsthat issharplyconcentratedround
t

N

Lemmad4.1 Fort = 12In(2), satis esthefollowingproperties:(1) Pr[ < (1 4)] < 5 and
Pr[ > 1+ 1< 3

We now presentiboundonthedisseminatiortime of thesmallesweights.Let T; denotethetimetaken
for thet smallestweightsto be disseminatedo all nodes.

8



Input: Dataitemm;; errorprobability , relative frequeng threshold , approximatiorerror <

1. Initialization:

@t #In3)
(b) Choosew; to beauniformly distributedrandomnumberin therealintenal (0; 1);
S f(mi;wi)g

2. Gossip
In eachroundof gossip:

(a) If sketchS; isrecevedfrom nodej then

i. Si S[S

ii. IfjSjj> tthenretaint elementof S; with smallestweights
(b) If nodei is selectedo transmit:

i. Selectnodej uniformly atrandom
ii. SendS; toj

3. Query
Whengueriedfor thefrequentelementsreportevery valuev suchthatatleast( )t (value,weight)
tuplesexistin S; with valueequalto v

Figure2: Gossip algorithm at node i for nding the frequently occurring elements with a relative
threshold

Lemma4.2 Pr[T; > 20NInN]  O(3).
Proof. Theprooffollows by usingtheunionboundalongwith Lemma3.4. [

Thefollowing lemmasprovide upperboundson the probabilitiesof nding afalsenegative andafalse
positive respectiely, by thealgorithmdescribedn Figure2.

Lemma 4.3 Supposehe distributed algorithmin Figure 1 is run for 20N In N rounds. Then,if v is a
frequentelementj.e. f, N , thenwith probability at least1 , V is identi ed by every nodeas a
frequentlement.

Sketchof proof: Two eventsneedto happenfor v to be recognizedas a frequentelement. (1) Enough
copiesof v mustoccuramongthe t smallestweights,and (2) The t smallestweight elementsmustbe
disseminatedb all nodesvia gossip.In thefull proof, we shav thatboththeseeventsarevery likely. [

Lemma 4.4 Supposdhedistributedalgorithmin Figure 1 is runfor 20N In N rounds.If u is aninfrequent

elementj.e. fy < ( )N, then,with probability at least1 , U is notidenti ed by any nodeas a
frequentlement.

Sketchof proof: A falsepositive canhappernf boththefollowing eventsoccur (1) Thereareanunusually
high numberof copiesof u amongthe elementswith the smallestweights,and (2) all thesecopiesare

9



disseminatedo all nodes.We shav thatthe rst eventis highly unlikely, andsois the probability of afalse
positive. [

CombiningLemmas4.4,4.3and4.2 we getthefollowing theorem.

Theorem4 Supposehe distributed algorithmin Figure 2 is run for 20N In N rounds. Then,with proba-
bility atleastl , anydataitemwith N or more occurenceswill beidenti ed asa frequenitemat every
node Similarly, with probabilityatleastl , anydataitemwith lessthan( )N occurenceswill not
beidenti ed asa frequentitemat anynode

Sincethe size of the sketchat ary time during gossipis at mostt, we getthe following resulton the
communicatiorcompleity, usingLemma4.2.

Theorem5 The numberof bytesexchanged by the algorithm in Figure 2 till the frequentelementsare
identi ed is at mostO(-% In(2)N In N ), with probability at leastl ~ O(z).

5 Extensions

5.1 SynchronousModel

We now focus on the synchronousommunicatiormodel. In the synchronousnodel, all nodestransmit

equallyoften, andin eachcommunicatiorround, every nodecansenda messageo oneother(randomly

chosenhode.We usearesultdueto FriezeandGrimmett[10], who consideredhetime to spreadarumor

in anetwork. In theirmodel,thereis arumormessagé¢hathasto spreado everyonein a populationof size

N . Initially, asinglepersorhastherumor. In every communicatiorround,eachpersonwho alreadyhasthe

rumorcorveys it to anotherandomlychoserpersonin the population,andwe areinterestedn the number
of roundstaken for the rumorto spreacto all N nodes. Note the similarity to our modelof synchronous
gossip.

Theorem 6 (Friezeand Grimmett 1985) LetSy denotethenumberof roundsrequiredto spreada rumor
amonga populationof sizeN . Then,(1) lim 11 IoSgNN = In 2 with high probability and

(2)For > 0O;Pr[Sy > (1+ ( +1)In2)logN]=o(N )

Supposehatinsteadof a singlerumor, therewerem differentrumorsoriginatingat differentnodesand
all theserumorswere beingdisseminatedgimultaneouslyamongthe N nodes. Let T, be the numberof
roundsrequiredfor all thenodesto receve all m rumors.

Lemma 5.1 With probability 1 o(Ni), Tm (1 + 2In2)logN + Inm.

Proof: Fori = 1:::m, lett,, denotethe numberof roundsrequiredto disseminateumori. Sinceall the
m rumorsarebeingdisseminatedimultaneouslywe have T, = maxi®; ti. Usingtheunionbound:

m xn
Pr[Tm > x]= Pr[  (tj > x)] Pr[t; > x] = mPr[Sy > X]
i=1 i=1
Using = 1+ logy m in Theorem6, we getPr[Sy > (1+ 2In2)logN + Inm] = o(«}-), andthe

resultfollows. [ ]
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Our algorithmsfor the synchronougime modelfor absoluteandrelative thresholdsare describedn
the appendix(in Figures3 and 4 respectiely). Thesediffer from the algorithmsfor the asynchronous
models(Figuresl and 2) in thatin every round of communicationgvery node sendsa message.Note
that the samplingprobability the sketch size andthe thresholdgor identi cation of frequentelementsn
the algorithmsfor the asynchronousnodelalsosufce for the synchronousnodel, so the analysisof the
randomsamplingis the sameasin the asynchronousmodel. The only changéds in the gossipmechanism.
We arrive atthefollowing result,the proofsarein the appendix.

Theorem 7 (Synchronousgossip) If the syndironousalgorithmsin Figures 3 and 4 are run for (1 +

3In 2)logN rounds,thenall frequentitems(with absoluteand relative thresholds,respectivelywill be
identi ed with probability atleastl  , andnoinfrequenttemwill beidenti ed, with probability at least
1

Notethatfor for bothabsoluteandrelative thresholdsthenumberof roundsrequiredin thesynchronous
modelis lessthanthat requiredby the asynchronousnodelby a factorof (N) — thisis to be expected,
sincein eachroundin the asynchronousnodel,a single messagés exchangedwhile in eachroundin the
asynchronoumodel,N messageareexchanged.

5.2 The Number of Distinct Elements

The numberof distinctelementsn a setof values,sometimesalledthe zerothfrequeng momentof the
set[1], is animportantstatistic,usefulin variousapplicationsgn network monitoringanddatamining (see
[11] for a surwy of its applications). We now notethatit is possibleto apply an algorithmdueto Bar
Yossefetal. [2] to getanalgorithmfor estimatingthe numberof distinctelementsn a distributed dataset
throughgossip. The algorithm provides the following guarantee.For userprovided approximationerror

2 (0;1) anderrorprobability 2 (0; 1), everynodei shouldhave an( ; )-approximateastimater(i) of

Fo, suchtheconditionPr[% ] 1 is satis edfor everyi. Thealgorithmis describedor the
asynchronoumodelin Figure5.

We usea hashfunctionh( ) whichreturnsanoutputthatis assumedo beuniformly distributedin (0; 1);
furtherthe outputsof the hashfunction on differentinputsareassumedo be independenof eachother It
is possibleto modify the analysisto work undermorerealisticassumption®f hashfunctionswith limited
independencésee[1, 11, 2]). Theintuition is thatif thereareF distinctelementsthenwe canexpectthe
minimum of the mappechashvaluesto be closeto F—lo with high probability BarYossefet al [3] shaved

thatif v is thekth minimumamongall thehashedraluesfor k = O(3), thenFp = % is agoodestimatorof
Fo. By takingthe medianof O(log 1) suchestimatorsit is possibleto getan( ; ) estimatorfor Fg. The
algorithmfor nodei is describedn Figure5. For asynchronougossip,20N In N roundsof gossipsufce,

with high probability (Lemma3.5). For synchronougjossip,(1 + 3In 2)logN roundsof gossipsufce,

with high probability (Theorem?).
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A Proofsfrom Section3

Proof of Lemma 3.1 (FalseNegative).

Statement: If v isanelementwith f, k, thenwith probabilityatleastl , v isreturnedasafrequent
elementoy every nodeafter20N In N rounds.

Proof. A falsenggative canoccurin oneof two ways (1) Lessthanr = 2‘53(1 ) In 2 copiesof v
were sampledin the initialization phase(step1(b)) of the algorithm describedn Figure 1, or (2) r or
more copiesof v were sampledduring initialization, but somecopiesdid not make it to all nodesduring
the gossip. Let E; denotethe eventthatlessthanr copiesof v were sampled.Let E, denotethe event
thatafter 20N In N transmissionstherewasa sampledobject (with r or more sampledcopies)that was
not disseminatedo all nodesusing gossip. Let E denotethe event that a false negative occurred,then
Pr[E] = Pr[E1[ E2] Pr[E1]+ Pr[E>].

Considersomek copiesof v in theinput. Let X, bearandomvariablethatdenoteghetotal numberof
thesek copiesof v thatweresampled.X, is abinomialrandomvariablewith f, trials andthe probability

of successn eachtrial being 22X In 2 (thisis the probabilitywith which a nodesamplests own dataitem).

It follows thatE [X ] = 2 In 2. Using Chernof boundswe get:

Pr[E1l] = Pr[Xy <r]
12%? 2
= PriXy< —-(1 ﬂ) In -]
= Pr[Xy < E[Xy] 6—k In g]

e 3% [usingChernof bounds]
3
= )2 < —

In Lemma3.5we shav thatafter20N In N transmissiongheprobabilitythatall nodeshave all sampled
copiesis atleastl 1=N. Thus,Pr[E;] < .
Let E denotethe eventthata falsenegative hasoccurred.Then

1

PriE] = Pr[E1[ Ez] Pr[Ei]+ Pr[Ez] < >t N S
[ ]
Proof of Lemma 3.2 (FalsePositive).
Statement: If uisanelementwithf, Kk ,Wherek% < Kk, thenthe probabilitythatu is returned

by somenodeasa frequentelemenis no morethan .

Proof: A falsepositive canoccurif boththeseeventshappen(1)r or morecopiesof u aresamplednitially
(2)all r copiesreachsomenodein the network throughgossip.Let thesetwo eventsbe E ; andE» respec-
tively, andlet F denotethe eventthata falsepositive occurred.NotethatPr[F] = Pr[E1\ E2] Pr[E4].
Let X, denotethe numberof copiesof u thatweresampled.Considerthe “best case’scenaricfor a
falsepositve, whenf , = k . ThenX, is abinomialrandomvariablewith E[X ] = (k Vi |n2 =

1221 )In 2. Notethat



12«2 2
PriX,> —(1 E) In =]

2
= Pr[Xy> E[X ]+ 6—kln g]

1
1 %

Pr[E1] = Pr[Xy > r]

exp( (In 2)(

)) [usingChernof bounds]

1

= (E)l 3

< —[since—1t > 1
2[ 1 ]

SincePr[F] Pr[E4], thelemmafollows. [

Proof of Lemma 3.3.

Statement: E[T ] = 2N InN + O(N), whereT is de ned asthenumberof roundstill is disseminated
to all nodesin the network.

Proof. Let ; bethesetof nodesthathave aftert transmissionsThus o hasonly onenode(the onethat
sampled duringtheinitialization step). Fort = 1:::N 1, let randomvariableX ; be the numberof
transmissionsequiredto increasg j fromt tot + 1. We canwrite:

T =X1+ X2+ + XN 1

Fort 1, intime stept, thesizeof increase®nly if agossipmessagés transmittedrom nodei to
nodej wherei 2 1 andj 62 ; 1. WenotethatX; is ageometricrandomvariable,i.e. the numberof
trialstill the rst “success’'whereasuccesss de ned asamessagéromnodei 2 ; ;toanodej 62 1.
Theprobabilityof asuccessor X is (ﬁ)(l I{I—) = t(—NN2t—) We know thatif arandomvariableY follows
a geometricdistribution with probability of succesp thenE[Y] = % sowe getE[X:] = % Using
linearity of expectationwe have:

K 1 X1 N2
E[T] = E[X¢] = —
o (N
11 1 11
= N (= + )= 2N —=2NHyN 1= 2N InN + O(N)
t=1 t N t t=1
whereH  denoteghe kth Harmonichumber [ |

Proof of Lemma 3.4

Statement: limyyy  Pr(T > 20N InN) = O(g%)



Proof. Thedisseminatiorof theobject canbedividedinto two distinctphasesThe rst phasecontinues
until the objecthasreached’\‘7 distinct nodes. The secondphasestartsonceit hasreached’\‘7 nodesand
continuesuntil it reachedN nodes.Notethat,in the rst phasejt is moreunlikely to nd a sourcenode
thathas andit is verylikely to nd adestinatiorthatdoesnothave . Once hasreached'\'7 nodesthe
situationreverses.

We de ne therandomvariableX; asthe numberof transmissionsakenby j j to increaseromj to
j+1. We de ne T! andT? asthe randomvariablesthat standfor the numberof transmissionsequiredin
thetwo aforementioneghhasesespectiely. Thatmakes

T1:x1+x2+:::+xN? (1)

T2= Xiyg + Xigyp + 000+ Xny 1 (2)
Clearly . ,
T=T'+T

We de ne a“success’asincrementof j j fromj toj+1. SoX; follows ageometricdistrilbution with
probability of success (1 §) = ‘(—NNZJ—) Notethatforj %, the probability of succes®f X is

. . SN . .
‘(—%2‘—) Lsz_) = o~ LetYj beageometricandomvariablewith probabilityof success: ok forj 5.

The probability of succesf Yj canbe at mostthat of X;, hence,had the gossiptaken placewith the
probability of succesf Yj, T9- the numberof transmissionsequiredto disseminatean object to N7

nodes- would have beenat leastasbig asT!. So, givena pointin the rangeof all possiblecorvergence
times(10N In N in this case).T %is more(or equally)likely to exceedit thanT L. In addition,let T®bethe
numberof transmission$o be madewhenthereare2N nodesandthe dataitem hasto reacheachnodeat
leastonce. Since T %®®hasa higherexpectedvaluethanT? it is evenmorelikely thanT °to be morethana
givenpoint (10N In N here,onceagain)in therangeof all possiblecon/ergencetimes. Formally,

Pr(T'> 10N In(2N)) Pr(T°%> 10N InN) Pr(T% 10N InN) ©)

Notethat
PrIT® 10N INN]  Pr{T% 2N In@2N) + 2N In(2N)?] @

sincelON InN > 2N In(2N) + 2N In(2N)?2.
In the limit of large N, Theorem1 yields Pr(T%> 2N In(2N) + ¢(2N)) = 1 e © °. Using
c= In(2N?), weget

Pr(T% 2N In(2N) + 2N In(2N2)) = 1 e @=? 5)
Combininginequalities3, 4 andequatiorb andtakingthe complemenbf the eventin inequality3, we get
PrlT! 10N INN] e =7 (6)

In asimilarway, we canprove
PrlT2 10N INN] e =7 (7)

Notethatif eachof T* andT? is atmost10N In N with highlikelihood,thenthatis asufcient condition
toensurahatT isatmost20N In N with high probability (it is notanecessargonditionthough).Sousing
inequalitiess and7, we canwrite:



Pr(T 20N InN) Pr((T! 10N InN)and(T? 10N InN))
(e &7)(e @7)
= ew’ ®

Usingtheinequalitye * 1 X, inequality8 implies

1
Pr(T 20N InN) 1 NZ 9
Takingthe complemenbf the eventin inequality9 establishesur claim.
[ ]

Proof of Lemma 3.6.
Statement: E[B] = O(N In N), whereB is the numberof bytestakento disseminate amongall nodes.

Proof: LetX; denotethetotalnumberof transmissionéwhetherinvolving ornot)takenforj jtoincrease
fromj toj + 1. Let B; denotethenumberof theseX; transmissionshatcontain . We have:

Ny 1
B = Bj
i=1
In eachof the B transmissiongxceptfor thelast,a messagés sentfrom anodethathas to another
nodethathas . Only in thelastof the B; transmissionsthe messagés sentfrom a nodethathas to a
nodethatdoesnothave . ThusB; is ageometricandomvariablewith a probability of succesbeingthe
conditionalprobability thatthe destinatiorof the gossipis anodewhich doesnotyethave , giventhatthe

sourceof the gossiphas . This probabilityis NN—‘ sincethe numberof nodeswhich do notyethave is

N j.ThuswehaeE[B;]= NN—J Usinglinearity of expectationwe get:
K 1 X1 N
E[B] = E[B;]= N
j=1 j=
% 149
= N == NHyN 1= NInN + O(N)
j=1 |
[ ]
Proof of Lemma 3.7.
Statement: Pr[B > 3N InN]= O().
Proof: Using Theoreml, andthe characterizationf B from theLemma3.6,we getforary c 2 R,
PrB>NINN+cN]j=1 e ¢°
Usingc = 2In N, weget
1 1 1
PrB>NInN+2NInN]=1 en~Z 1 (1 W): N2
wherewe have usedtheinequalitye®* (1 + x) for all realx. [



Proof of Theorem 3 (Communication Complexity for Absolute Thr eshold).

Statement: With high probability Y = O(N—ZZK In1In N), whereY is thetotal numberof bytesthatneed
to be exchangedor thewhole protocoluntil thefrequentelementdiave beenidenti ed.

Proof: FromLemma3.7,we caninfer
1
Nz
In the initialization phaseof the algorithm, eachitem is sampledwith probability 22X In(2). We try
to nd anupperboundon the communicationoverheadfor exchangingthe sampleddataitemsthrough
gossip. Let Z be arandomvariablethat standsfor the numberof dataitemsthat get sampledduring the
initialization. Z follows a binomialdistribution with numberof trials N andprobability of successn each
trial 12¢ In(2). Hencethe expectechumberof dataitemsthatgetsampleds E[Z] = 12K In(2). Wetry to
nd high-probabilityboundsfor Z. Applying Chernof bounds,

Pr[Z>18NkI( & 112Nk

Pr[B 3N InN] 1 (10)

N k
e In( )

N k
= (37
< > [sinceN > andk > ]

Thisimplies
18N k 1 . (11)

NotethatsinceY is the numberof bytesto be @(Changedor the whole protocoluntil all the frequent
elementshave beenidenti ed, if Z is boundwithin 18¥K In(2) andB within 3N In N, thatcanbe oneway

to limit Y within 3%k |n(2) In N . To beprecise combininginequalitiesl0 and11, we get

Pr[Z

54N 2k 18N k

Pr[Y n(3InN]  Prz 3N InN]
@ Ha %)
_ 11
=1 [E"’m (m)(é)] 1

B Proofsfrom Section4

Proof of Lemma4.1.

Statement: Fort = 328In(2), , thet™ minimumelementamongN randomlygeneratedaluesin (0; 1),
satis esthefollowing properties:

LP[ <&@ 1< 3



2.Pr > £+ 1< 3

Proof. LetX bearandomvariableindicatingthe numberof elementavith weightlessthan ﬁ(l 7)- X
follows a binomial distribution with numberof trials= N andprobability of success- ﬁ(l 7). This
givese[X]=t(1 z),and

t a _ 1
Pr[ <W(1 Z)] = Pr[X t]= Pr[X E[X](l——)]

Pr[X E[X]1+ Z)] [since% > 1+ 4]

E[X] 2
e ~ 2@ [by Chernof bound]

ta 4) 2

= e @ (12)

Notethatwith t = 128 In(3),
t1 ) 2
48

Notethat%(l 7) lsince 1. Substitutingheresultof inequality13in inequality12 yields

_ 8 .3 3
=3h(a ) In() (13)

)] e M= _

t
<
Pr[ N(1 7] 3

which completeghe proof of the rst claim.
For the secondpart,let Y be arandomvariablethatindicatesthe numberof elementswvith weightless
than ﬁ(l + 7). Y follows a binomial distribution with numberof trials = N and probability of success

= &(1+ ). ThisgivesE[Y] = t(1 + 4), and

PI[ > %(1+ 2= PrY <= PrY < E[Y](1+1Z)] (14)
Now, 1 1 gsince(l+ z)(1 5)=1+ g - L1 Thisyields
PIY < ENIT ) PIY<ENIA o)
e (15)
Now, with t = 228 In(32),
M E TS (16)

64 4’ 64
Substitutingheresultsof inequality16 in inequality 15, andtheninequality15in inequality14 yields

t in(%)
> (14 — = _
Pr[ N (1 4)] e 3

Vi



Proof of Lemma 4.3 (FalseNegatve).

Statement: If a dataitem v is a frequentitem, i.e. N , thenwith probability at least1 , Vis
identi ed by every nodeasa frequentelement.

Proof: LetZ bearandomvariableindicatingthenumberof copiesof v with weightﬁ(l 7) orless.Note
thattherearetwo sourceof randomnes theentireprocessandthereforedenti cation of v asafrequent
elementon the basisof sketchrequirestwo criteriato be satis ed. First, thet™ minimumweight should
exceedﬁ(l 7). andthen,atleast - occurrencesf v shouldproducea weightwhich s lessthanor

equalto ﬁ(l 7), to ensurghatmale it within thet minimumhashedveights.

Formally,
Pr{v is identi ed asafrequentelemerit
PUC @ andz ()]
=1 Pl < D or@<( )]
1 P( < (0 ] PZ<( )by unionbound]
1 3 Priz < ( E)t] a7)

To estimatePr[Z < ( -)t], notethatZ follows a binomialdistribution with N or moretrials and
aprobability of succes®f ﬁ(l 7). Thismales

EZ] (N)@ =t@ 2 (o

We take anotherandomvariableZ °thatis a “pessimistic’versionof Z in thesensehatE[Z9=( ),
whichimpliesthatZ ®hasa higherlikelihoodof beinglessthan( 5)t. Sowe have

E[Z9
Priz < (1 Pr[z%< ( E)t]:F>r[z°< E[z9@1 2 )] e B 7? (18)
Substituting = 228 In(2) in E[Z9,
2 128 3 1 8In(3) 3
EZ9———5=( p=Fh) ? = 8In(=) (19)
16(  4)? 4 16(  4)? T
Substitutingnequality19 in inequality18 yields
Pr{Z < )t 8In(2) = ()8 20
Mz<( M e (3) (20)
Substitutingtheresultof inequality20in inequality17, we get
Pr[v isidenti ed asafrequentelement 1 3 (\3))8 1
[ ]

Vii



Proof of Lemma 4.4 (FalsePositive).

Statement: With probabilityatleastl , adataitemu with arelative frequeng of lessthan( ) is
notidenti ed by ary nodeasafrequentelement.

Proof. Let W denotethe numberof copiesof u with weight ﬁ(l + 7). Notethatwe areconserative

aboutthe valueof thet™ minimumweighthere. We areusingthe upperboundﬁ(l + ;) of therangein
whichwe expectthet™ minimumweightto belongto. As in the proof of Lemma4.3, we canwrite

Pr[u is notidenti ed asafrequentelement
Pri( o+ ) andW ()]
=1 PA( > @+ )or(W> ()]

1 P > %(1+ Z)] PrfW > ( E)t] [by unionbound]

1 3 Prjw > ( E)t] (22)
To estimatePr[W > ( 7)t], notethatW follows a binomial distribution with ( )N or lesstrials
anda probability of succes®f ﬁ(l + 7). Thismales
t 3 2 3
EW] ( )N(W(l-'- Z)) = t[ a T] t[ T]

We take anotherrandomvariable W © that is a pessimisticversionof W in the sensethat E[Wq =
( 3T)t, whichimpliesthatW ®hasa higherlikelihoodof beinggreaterthan( 5)t. Sowe have

PIW > (- )] PIW®> (- )t
= PrW®> EWI(1+ 9] where =

Ewq 2
3 [by Chernof bounds] (22)
Now, o
4 3 2 1 t 2 t 2
E[Wq?‘ =3 )(4 3)23° 12(4 3) (124 (23)
Substituting = 128 In(2) in inequality23,
®
EWI— =i () (24)
3 3
Substitutingnequality24 in inequality22 yields
> _ In(%) = _
Pr{wW > ( 2)t] e 3 (25)
Substitutingnequality25in inequality21, we get
Pr[u is notidenti ed asafrequentelement 1
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C Detailsfrom Section5

C.1 Algorithms for SynchronousGossip

Input: Dataitemm;, errorprobability , frequeng thresholdk, approximatiorerror

1. Initialization
(a) Choose to beauniformly distributedrandomnumberin therealintenal (0; 1).
(b) If < 2XIn2thenS; f(i; m;)g, elseS; * null set*/

2. In eachround of Gossip:
(a) If sketchS; isrecevedfrom nodej thenS;  Si[ S

(b) Selectnodej uniformly atrandomfrom 1::: N
(c) SendsS; to|
3. Query:

Whenqueriedfor thefrequentelementsreportall dataitemswhich occurmorethan
r=1Z@aq ) In 2 timesin S; asfrequentelements.

Figure3: Synchronous Gossip algorithm at node i for nding the frequently occurring elements
with an absolute threshold k.

Proof of Theorem7

Statement: If the synchronouslgorithmsin Figures3 and4 arerun for (1 + 3In 2)logN rounds,then
all frequentitems(with absoluteandrelative thresholdsrespectiely) will beidenti ed with probability at
leastl , andnoinfrequentitemwill beidenti ed, with probabilityatleastl

Proof: Thenumberof sampledtemsis trivially no morethanN . If all theseitemsaredisseminatedo all
nodesthenthe guaranteesvill be met. Substitutingm = N in Lemmab.1 yieldsthe desiredresult. We
cangetaslightly tighterresult(but asymptoticallystill the same)by usinga betterboundon the numberof
sampledtems. [

C.2 Number of Distinct Elements



Input: Dataitemm;; errorprobability , relative frequeng threshold , approximatiorerror

1. Initialization. t  2In(2):w;  h(i); S f(mi;wi)g
2. In eachround of gossip:

(a) If sketchS; wasrecevedfrom nodej then

i Si Si[ Sj

ii. IfjSjj> tthenretaint elementof S; with smallestweights
(b) Selectnodej uniformly atrandom
(c) SendS; to

3. Query:
Whenqueriedfor the frequentitems, reportevery valuev suchthatat least( =)t (value,weight)

tuplesexistin S; with value=v

Figure4: Synchronous gossip algorithm at node i for nding the frequently occurring elements with
a relative threshold

Input: Dataitemm;; thresholdparameters, ; randomhashfunctionh

1. Initialization
Si fh(mi)g

2. Gossip
Repeaforever
(a) If sketchS; recevedfrom nodej then
i. S;  k minimumelementof S; [ S; (k= O(1=?)
(b) If theclockticks atthis node

i. Selectnodej uniformly atrandom
ii. SendS; toj

3. Query

If asledfor Fo, reportF’o(i) = asestimateof Fq

k
maximumelemenin S;

Figure5: Gossip algorithm for nding Fo from a network



