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Abstract

We presentalgorithmsfor identifying frequentlyoccurringelementsin a large distributeddataset
usinggossip. Our algorithmsdo not rely on any centralcontrol,or on anunderlyingnetwork structure,
suchasa spanningtree. Instead,nodesrepeatedlyselecta randompartnerandexchangedatawith the
partner– if this processcontinuesfor a (short)periodof time, the desiredresultsarecomputed,with
probabilisticguaranteesontheaccuracy. Ouralgorithmfor frequentelementsis built by layeringanovel
small space“sketch” of dataover a gossip-baseddatadisseminationmechanism.We prove that the
algorithmconvergesto theapproximatefrequentelementswith highprobability, andprovideboundson
thetimetill convergence.To ourknowledge,this is the�rst work oncomputingfrequentelementsusing
gossip.

1 Intr oduction

We areincreasinglyfacedwith data-intensive decentralizedsystems,suchaslarge scalepeer-to-peernet-
works,server farmswith tensof thousandsof machines,andlargewirelesssensornetworks.With suchlarge
networkscomesincreasingunpredictability;thenetworksareconstantlychanging,dueto nodesjoining and
leaving, or dueto nodeand link failures. Gossipis a type of communicationmechanismthat is ideally
suitedfor distributedcomputationon suchunstable,largenetworks. Gossip-baseddistributedprotocolsdo
not assumeany underlyingstructurein the network, suchasa spanningtree,so, thereis no overheadof
sub-network formationandmaintenance.A gossipprotocolproceedsin many “rounds” andin eachround,
a nodecontactsa few randomlychosennodesin the systemandexchangesinformationwith them. The
randomizationinherentlyprovidesrobustness,andsurprisingly, often leadsto fastconvergencetimes. The
useof gossip-basedprotocolsfor datadisseminationandaggregationwas�rst proposedby Demerset al.
[8].

We focuson the problemof identifying frequentdata elementsin a network usinggossip. Consider
a large peer-to-peernetwork that is distributing content,suchasnews or softwareupdates.Supposethat
thenodesin thenetwork (or thenetwork administrators)wish to tracktheidentitiesof themostfrequently
accesseditemsin thenetwork. Therelevantdatafor trackingthis aggregatearethefrequenciesof accesses
of different items. However, this datais distributed throughoutthe network – in fact, even the number
of accessesto a single item may not be available at any singlepoint in the network. Our gossip-based
algorithmfor frequentelementscanbeusedto trackthemostfrequentlyaccesseditemsin a low-overhead,
decentralizedmanner. Anotherapplicationof tracking frequentitems is in the detectionof a distributed
denialof service(DDoS)attack,wheremany maliciousnodesmayteamupto simultaneouslysendexcessive
traf�c towardsasinglevictim (typicallyawebserver),sothatlegitimateclientsaredeniedservice.Detecting
a DDoS attackis equivalent to �nding that the total numberof accessesto someserver hasexceededa
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threshold.A distributedfrequentelementsalgorithmcanhelpby trackingthemostfrequentlyaccessedweb
serversin a distributedmanner, andnoting if thesefrequenciesareabnormallylarge. With a gossip-based
algorithmthiscomputationcanproceedin a totally decentralizedmanner.

Weconsidertwo variantsof thefrequentelementsproblem,with absoluteandrelative thresholds.In the
absolutethresholdversion,thetaskis to identify all elementswhosefrequency of occurrenceis at leastan
absolutenumber(threshold),which is anuser-de�ned parameter. In therelative thresholdversion,thetask
is to identify all elementswhosefrequency of occurrenceis morethana certainfractionof thetotal sizeof
thedata,wherethe fraction(the relative threshold)is an user-de�ned parameter. In a distributeddynamic
network, thesetwo problemsturnout to beratherdifferentfrom eachother.

Our algorithmswork without explicitly tabulating the frequenciesof differentelementsat any single
placein thenetwork. Instead,thedistributeddatais representedby asmallspace“sketch” thatis propagated
andupdatedvia gossip. A sketch is a space-ef�cient representationof the input, which is speci�c to the
aggregatebeingcomputed,andcapturestheessenceof thedatafor our purposes.The spacetaken by the
sketchcanbe tunedasa function of the desiredaccuracy. A complicationwith gossipis that sinceit is
anunstructuredform of communication,it is possiblefor thesamedataitem to be insertedinto thesketch
multipletimesasthesketchpropagates.Dueto this,atechnicalrequirementis thatthesketchshouldbeable
to handleduplicateinsertions,i.e. it shouldbe duplicate-insensitive. If thegossipproceedslong enough,
thesketchcanbeusedto identify all elementswhosefrequency exceedstheuserde�ned threshold.At the
sametime,elementswhosepopularityis signi�cantly below thethresholdwill beomitted(again,with high
probability).

To summarizeour contributions, we presentthe �rst work on computingfrequentelementsin a dis-
tributeddatasetusinggossip. We presentrandomizedalgorithmsfor both the absolutethresholdandthe
relative thresholdversionsof theproblem.For eachalgorithm,wepresentarigorousanalysisof thecorrect-
ness,andthetime till convergence.Our analysisshow thatgossip-basedalgorithmsconverge quickly, and
canmaintainfrequentelementsin anetwork with a reasonablecommunicationoverhead.Wealsonotethat
similar techniquescanbeusedin estimatingthenumberof distinctdataitemsin thenetwork.

With a gossipprotocol,communicationis inherentlyrandomized,anda nodecannever becertainthat
theresultsonhandarecorrect.However, thelongertheprotocolruns,theclosertheresultsgetto thecorrect
answer, andwe areableto quantify the time taken till the protocolconvergesto the correctanswer, with
highprobability. Gossipalgorithmsaresuitablefor applicationswhichcantoleratesuchrelaxedconsistency
guarantees.Examplesincludeanetwork monitoringapplication,which is runningin thebackground,main-
tainingstatisticsaboutfrequentlyrequesteddataitems,or themostfrequentlyobserveddatain adistributed
system. In suchan application,a guaranteedaccurateanswermay not be required,andan approximate
answermaysuf�ce.

1.1 RelatedWork

Demerset al. [8] were the �rst to provide a formal treatmentof gossipprotocols(or “epidemic algo-
rithms” asthey calledthem)for datadissemination.KempeandKleinberg [15] analyzedthe in�uence of
theunderlyinggossipmechanismon thedesignof gossip-basedprotocols,andexploredthe limitationsof
uniformgossipin solvingthenearestresourcelocationproblem. Kempe,DobraandGehrke [14] proposed
algorithmsfor computingthesum,average,approximatelyuniform randomsamplingandquantilesusing
uniform gossip. Their algorithmfor quantilesarebasedon their algorithmfor the sum– they choosea
randomelementandcountthenumberof elementsthataregreaterandlesserthanthechosenelement,and
recurseon smallerdatasetsuntil themedianis found.Thustheir algorithmsneedmany instancesof “sum”
computationsto convergebeforethemedianis found. A similar approachcouldpotentiallybeusedto �nd
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frequentelementsusinggossip.In contrast,our algorithmsfor frequentelementsarenot basedon repeated
computationof thesum,andconvergefaster.

Much recentwork [4, 5, 20] hasfocusedon computing“separablefunctions”usinggossip.A separable
function is onethatcanbe expressedasthesumof individual functionsof thenodeinputs. For example,
thefunction“count” is separable,andsois thefunction“sum”. However, thesetof frequentelementsis not
a separablefunction. Hence,thesetechniquesdo not apply to our problem. Thereis muchotherwork on
thecomputationof basicaggregates,we list a few representative oneshere.Kashyapet al. [13] proposed
algorithmsfor gossipwith �e xible tradeoffs betweenthe numberof roundsandthe numberof messages
transmitted.Dimakis, SarwateandWainwright [9] considerthe problemof computingthe averageover
randomgeometricgraphswith location-aware nodes,combininguniform gossipwith greedygeographic
routing.

The problemof identifying frequentelementsin datahasbeenextensively studied[19, 18, 12] in the
database,datastreamsand network monitoring communities(where frequentelementsare often called
“heavy-hitters”). Theearlywork in this is dueto Misra andGries[19], who proposeda deterministicalgo-
rithm to identify frequentelementsin astream,followedby MankuandMotwani[18], whogaverandomized
anddeterministicalgorithmsfor trackingfrequentelementsin limited space.Theabovewerealgorithmsfor
acentralizedsetting.

Cao and Wang [7] proposedan algorithm to �nd the top-k elementsin a distributed setting,where
they �rst madea lower-boundestimatefor the k th value, and then usedthe estimateas a thresholdto
pruneaway elementswhich shouldnot qualify as top-k. Zhao et al. [23] proposeda sampling-based
anda counting-sketch-basedschemeto identify globally frequentelements.Manjhi et al. [17] presentan
algorithmfor �nding frequentitemsondistributedstreams,throughatree-basedaggregation.Venkataraman
etal. [22] presentanalgorithmfor identifying“superspreaders”or “heavy distincthitters” in anetwork data
stream.Keralapura,CormodeandRamamirtham[16] proposedanalgorithmfor continuouslymaintaining
the frequentelementsover a network of nodes. The above algorithmsarenot directly applicableto the
problemof identifying frequentelementsusinggossip,becausethey sometimesassumethepresenceof a
centralnode,or anunderlyingnetwork structuresuchasa spanningtree[17, 16], andfurther, they do not
considerthedisseminationof sketchthroughgossip,or thecostof network-widecommunication.

1.2 Organizationof the Paper

In Section2, westateourmodelandtheproblemmoreprecisely. Thealgorithmandanalysisfor thecaseof
absolutethresholdin theasynchronoustimemodelis presentedin Section3andthecaseof relativethreshold
is presentedin Section4. In Section5 we discussthesynchronoustime model,andthecomputationof the
numberof distinctelements.Dueto spaceconstraints,wehavedeferredmostof theproofstill theappendix,
andpresentsketchesof theproofsof someresults.

2 Model

We considera distributedsystemwith N nodesnumberedfrom 1 to N . Thenumberof nodesis not nec-
essarilyknown to any participatingnode,andthis informationis not usedby thealgorithms.Eachnodei
holdsa singledataitem m i . Without lossof generality, we assumethat m i 2 f 1; 2; : : : ; mg is an integer
representingan item identi�er. For dataitem v 2 f 1; : : : ; mg, the frequency of v is denotedby f v, andis
de�ned asthenumberof nodesthathavedataitemv, i.e. f v = jf j 2 [N ] : m j = vgj. Notethatf v maynot
beavailablelocally atany node,in factdeterminingf v itself requiresadistributedcomputation.Thetaskis
to identify thoseelementsthathave large frequencies.We notethat thoughwe describeour algorithmsfor

3



thecaseof oneitempernode,they canbeeasilyextendedto thecasewheneachnodehasnot only a single
item,but perhapsa (multi)setof items.

We considerthe scenarioof uniform gossip, which is the basic,andmostcommonlyusedmodelof
gossip.Whenever a nodei transmits,it choosesthedestinationof themessageto bea randomnodefrom
amongall thecurrentnodesin thesystem.Theselectionof thetransmittingnodeis doneby thedistributed
scheduler, describedlater in this section.We considertwo variantsof theproblem,dependingon how the
thresholdsarede�ned.

Absolute Thr eshold. The usergivesan absolutefrequency thresholdk > 1 andapproximationerror �
(� < k). An itemv is considereda frequentitem if f v � k, andv is aninfrequentitem if f v < k � � . Note
thatwith a datasetof N elementstheremaybeup to N=k frequentelementsaccordingto thisde�nition.

Relative Thr eshold. In somecases,the usermay not be interestedin an absolutefrequency threshold,
but mayonly be interestedin identifying itemswhoserelative frequency exceedsa given threshold.More
precisely, given a relative threshold� (0 < � < 1), approximationerror  (0 <  < � ), an item v is
consideredto be a frequentitem if f v � �N , andv is consideredan infrequentitem if f v < (� �  )N .
Accordingto thisde�nition, theremaybeno morethan1=� frequentitems.

In a centralizedsetting,whenall itemsarebeingobservedat thesamelocation,theabove formulations
of relative andabsolutethresholdsareequivalent,sincethenumberof itemsN is known, andany absolute
thresholdcan be converted into a relative threshold,or vice versa. However, in a distributed setting,a
thresholdfor relative frequency cannotbe locally convertedby a nodeinto a thresholdon the absolute
frequency, sincetheuserin a largedistributedsystemmaynot know thenumberof nodesor thenumberof
dataitemsin thesystemaccuratelyenough.Thus,we treatthesetwo problemsseparately.

At the end of the gossip,the following probabilisticguaranteesmust hold, whetherfor absoluteor
relative thresholds.Let � beanuserprovidedboundon theerrorprobability(0 < � < 1).
(1)FrequentItemsare Identi�ed. With probabilityat least(1 � � ), everynodereportsevery frequentitem.
(2) InfrequentItemsare Discarded. With probabilityat least(1 � � ), no nodereportsan infrequentitem.
In otherwords,theprobabilitythataninfrequentitem is incorrectlyreportedby anodein thesystemis less
than� . Notethatwepresentrandomizedalgorithms,wheretheprobabilisticguaranteeshold irrespective of
theinput.

Time Model. Weconsiderbothasynchronousandsynchronousmodels.In theasynchronousmodel,time
is divided into non-overlappingrounds.In eachround,a singlesourcenode,chosenuniformly at random
out of all N nodes,transmitsto anotherrandomlychosenreceiver. Thetime complexity is thenumberof
rounds,or equivalently, the numberof transmissions,sincein eachroundthereis only onetransmission.
Sections3 and4 discussthe asynchronousmodel. In the synchronousmodel, in eachround,every node
sendsamessageto areceiver chosenuniformly at randomfrom amongall nodes.Thus,in asingleroundof
synchronouscommunication,N messagesareexchangedamongthenodes.We considerthesynchronous
modelin Section5.

PerformanceMetrics. Weevaluatethequalityof ourprotocolsvia thefollowing metrics:theconvergence
time, whichisde�nedasthenumberof roundsof gossiptill convergence,andthecommunicationcomplexity,
which is de�ned asthenumberof bytesexchangedtill convergence.
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3 FrequentElementswith an AbsoluteThreshold

Wenow presentanalgorithmin theasynchronousmodelfor identifyingelementswhosefrequency is greater
than a userspeci�ed absolutethresholdk. The algorithmsfor the synchronousmodel are presentedin
Section5. Let S = f m i : i 2 [N ]g denotethe multi-setof all input values. The goal is to outputall
elementsv suchthat f v � k without outputtingany elementv suchthatf v < k � � . We �rst describethe
high level intuition.

Our algorithmis basedon randomsampling.Theelementsof S aresampledin a distributedmanner,
andthesampledelementsaredisseminatedto all nodesusinggossip– thecostof doingso is small,since
the randomsampleis typically muchsmallerthanthe sizeof the population. The samplingalsoensures
that frequentelementsareexchangedmoreoften during the later gossipphase. Intuitively, supposewe
sampleeachelementfrom S into a setT with probability1=k. For a frequentelementv with f v � k, we
(roughly)expectoneor morecopiesof v to be includedwithin T. Similarly, for an infrequentelementu
with f u < k � � , we expectthatno copy of u will be includedin T. However, someinfrequentelements
mayget“lucky” andmaybeincludedin T andsimilarly, somefrequentelementsmaynotmakeit to T. The
probabilitiesof theseeventsdecreaseasthesamplesizeincreases.

To re�ne thissamplingscheme,we samplewith aprobabilitythatis a little largerthan1=k, sayc=k for
someparameterc. Finally, weselectthoseelementsthatoccurat leastr timeswithin T, for someparameter
r < c thatwill bedecidedby theanalysis.It turnsout thatc andr will needto dependontheapproximation
error� aswell asthethreshold� . Thesmaller� is, thegreatershouldbethesamplingprobability, sincewe
needto makeamoreprecisedistinctionbetweenthefrequenciesof frequentandinfrequentelements.In the
actualalgorithm,we usea samplingprobabilityof 12k

� 2 ln 2
� – notethatthis is 
( 1

k ) since� < k andhence
k

� 2 > 1
k .

The precisealgorithm for samplingand gossipis shown in Figure 1. Thereare threeparts to this
algorithm(andall othersthatwedescribe).The�rst partis theInitialization, whereeachnodeinitialized its
own sketch,which is usuallythroughdrawing a randomsample.Thenext part is theGossipportion,where
the nodesin the systemexchangesketcheswith eachother. The algorithmonly describeswhat happens
during eachroundof gossip– it is implicit that suchcomputationsrepeatforever. The third part is the
Query, wherewedescribehow aqueryfor frequentelementsis answeredusingthesketch.Theaccuracy of
theresultimprovesasfurtherroundsof gossipoccur. Throughouranalysis,wegiveaboundonthenumber
of roundsafterwhich frequentelementsarelikely to befoundatall nodes.

3.1 Analysis

We now analyzethecorrectnessandthe time complexity of thealgorithmin Figure1. Due to spacecon-
straints,all proofsarepresentedin theappendix,andwepresenta few sketchesof theproofshere.

Lemma 3.1 FalseNegative. If v is anelementwith f v � k, thenwith probabilityat least1� � , v is returned
asa frequentelementbyeverynodeafter20N ln N rounds.

Sketchof proof: A falsenegative can occur in one of two ways. (1)Either too few copiesof v were
sampledduring initialization or (2)Thesampledcopiesof v werenot disseminatedto all nodesduring the
gossip. We show that the �rst event is unlikely by an analysisof the samplingprocessusing Chernoff
bounds.Weshow thatthesecondeventis alsoveryunlikely throughananalysisof theasynchronousgossip
in Lemma3.4.
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Input: Dataitemm i , errorprobability� , frequency thresholdk, approximationerror�

1. Initialization

(a) Choose� to bea uniformly distributedrandomnumberin therealinterval (0; 1).

(b) If � < 12k
� 2 ln 2

� thenSi  f (i; m i )g, elseSi  � /* null set*/

2. Gossip
In eachroundof gossip:

(a) If sketchSj receivedfrom nodej thenSi  Si [ Sj

(b) If nodei is selectedto transmit:

i. Selectnodej uniformly at randomfrom 1: : : N .
ii. SendSi to j

3. Query
Whenaskedfor thefrequentelements,reportall dataitemswhichoccurmorethan
r = 12k2

� 2 (1 � �
2k ) ln 2

� timesin Si asfrequentelements.

Figure1: Gossip algorithm at node i for �nding the frequently occurring elements with an absolute
threshold k

Lemma 3.2 FalsePositive. If u is an elementwith f u � k � � , where k
3
4 � � < k, thentheprobability

thatu is returnedbysomenodeasa frequentelementis no more than� .

Sketchof proof: A falsepositive canoccurif both the following eventsoccur: (1)r or morecopiesof u
weresampledinitially and(2)all r copiesof u reachsomenodein thenetwork throughgossip.We show
thatthe�rst eventis veryunlikely, if f v � k � � , andhencetheintersectionof theeventsis alsounlikely.

Wehave shown that(with probabilityat least1 � � ), adataitemwith k or moreoccurrencesis returned
as a frequentelementby every node; and a dataitem with lessthan k � � occurrencesis not reported
by any nodeasa frequentitem. It is now naturalto askwhathappensto an elementwhosefrequency of
occurrencefalls in therange[k � �; k). Let usreferto thefrequency rangeof length� , [k � �; k) asthe“grey
range”,to portraytheuncertainty. For elementswith frequency in thegrey range,our algorithmprovides
no guarantee- they could be reported,or not. Clearly, a smallervalueof � is desirable,but this comes
at thecostof increasedsamplingprobability, andhencegreatercommunicationcomplexity of gossip.For
example,supposethatk = 108 and� = 5 � 106. This impliesa5 percentapproximationerrorwith respect
to k. All elementswith frequency greaterthan108 will bereported(w.h.p)andall elementswith frequency
below 9:5� 107 will notbereported,andthesamplingprobabilityis approximately4:8� 10� 5 � ln 2

� . This
is the fractionof input itemsthataregossipedthroughthenetwork in �nding the frequentelementsin the
distributeddataset.

Analysis of the Gossip. We now shift our attentionto the gossipmechanismitself. Let T denotethe
multi-setof all itemssampledduring initialization T � S andjT j � N . Considera singlesampleditem
� 2 T . Let T� bede�ned asthenumberof roundstill � hasbeendisseminatedto all nodesin thenetwork.
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Lemma 3.3 E[T� ] = 2N ln N + O(N ).

Sketchof proof: Let � t bethesetof nodesthathave � aftert rounds.Thus� 0 hasonly onenode(theone
thatsampled� during the initialization step). For t = 1: : : N � 1, let randomvariableX t be thenumber
of roundsrequiredto increasej� j from t to t + 1. We canwrite T� = X 1 + X 2 + � � � + X N � 1. By noting
thateachX t is a geometricrandomvariableandusinglinearity of expectationwe canarrive at thedesired
result.Furtherdetailsarein theappendix.

Ourproof for high-probabilityboundsonT� usethefollowing resultaboutasharpconcentrationfor the
couponcollector problem. Supposetherearecouponsof M distinct types,andonehasto draw coupons
(with replacement)at randomuntil at leastonecouponof eachtypehasbeencollected.Initially, it is very
easyto selectatypenotyetchosen,but asmoreandmoretypesgetchosen,it becomesincreasinglydif�cult
to get a couponof a type not yet chosen. The following result canbe found in standardtextbooks(for
example,MotwaniandRaghavan[21]).

Theorem 1 (Folklore) Let therandomvariableCdenotethenumberof trials to collectat leastonecoupon
of each of M types.Then,for anyconstantc 2 R, lim M !1 Pr[C > M ln M + cM ] = 1 � e� e� c

.

Lemma 3.4 limN !1 Pr(T� > 20N ln N ) = O( 1
N 2 )

Sketchof proof: Thedisseminationof � by gossipcanbedivided into two phases.The�rst phasestarts
when� is atasinglenodeandcontinuesuntil it hasreachedN

2 distinctnodes.Thesecondphasestartsafter�
hasreachedN

2 nodesandcontinuesuntil it reachesN nodes.In the�rst phase,in eachroundof gossip,it is
lesslikely to �nd asourcenodethathas� andatthesametime,it is morelikely to �nd adestinationthatdoes
not have � . Once� hasreachedN

2 nodes,thesituationreverses.Weanalyzethenumberof roundsrequired
for thesetwo phasesseparately. For eachphase,we boundtherandomvariablethatde�nes thenumberof
roundsin thephaseby a simplerrandomvariablethatcanbeanalyzedwith thehelpof a coupon-collector
typeof argument.Combiningtheresultsfrom thetwo phasesyieldsthedesiredresult.

For anitem v, let Tv denotethenumberof roundsrequiredto disseminateall copiesof v to all nodes.

Lemma 3.5 limN !1 Pr[Tv > 20N ln N ] = O( 1
N )

Proof: Theproof follows from Lemma3.4usingaunionbound,andthefactthattherearenomorethanN
copiesof v.

Lemmas3.1,3.2and3.5togetherleadto thefollowing theoremaboutthecorrectnessof thealgorithm.

Theorem 2 Supposethedistributedalgorithmin Figure 1 is run for 20N ln N rounds.Then,with proba-
bility at least1� � , anydataitemwith k or moreoccurenceswill beidenti�ed asa frequentelementat every
node. With probabilityat least1 � � , anydataitemwith lessthank � � occurenceswill notbeidenti�ed as
a frequentelementat anynode.

Communication Complexity. We next analyzethe communicationcomplexity, i.e. the numberof bytes
transmittedduring the gossip. During the algorithm,the sizesof the messagesexchangedstart from one
itemandgrow asthealgorithmprogresses.To avoid thecomplexity of dealingwith differentmessagesizes,
we separatelyanalyzethetotal numberof bytescontributedto gossipby eachsampleditem,andaddthese
contributionstogether. Considerany sampleditem � . We assumethat transmittingany item (i; m i ) takes
a constantnumberof bytes. Let randomvariableB denotethe numberof bytesit takes to disseminate�
amongall nodes.
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Lemma 3.6 E[B] = O(N ln N )

Sketchof proof: Let � t be the setof nodesthat have � after t rounds. In eachroundof gossip,� may
or may not be transmitted.Furthereachtime � is transmitted,j� j increasesonly if the destinationof the
messageis a nodewhich is not alreadyin � t . We analyzeB as the numberof transmissionsof � till �
includesall nodes.Thedetailsof theproof,usingconditionalprobabilities,arepresentedin theappendix.

Wecansimilarly geta highprobabilityboundonB (proofsin appendix).

Lemma 3.7 Pr[B > 3N ln N ] = O( 1
N 2 ).

LetY denotethetotalnumberof bytesthatneedtobeexchangedfor thewholeprotocoluntil thefrequent
elementshavebeenidenti�ed. By combiningLemma3.7with anestimateonthenumberof sampleditems,
wegetthefollowing resultaboutthecommunicationcomplexity of thealgorithmin Figure1.

Theorem 3 (Communication Complexity for AbsoluteThr eshold) With highprobability,
Y = O( N 2k

� 2 ln 1
� ln N )

4 Frequentelementswith RelativeThreshold

Giventhresholds� and , where < � , thegoal is to identify all elementsv suchthat f v � �N andno
elementu suchthat f u < (� �  )N . Unlike the caseof absolutethreshold,thereis no �x ed probability
thatanodecanuseto sampledataelementslocally. For thesamerelative frequency threshold,theabsolute
frequency threshold(�N ), aswell astheapproximationerror( N ) increaseswith N . Thusif � and are
keptconstantandN increases,thena smallersamplingprobabilitywill suf�ce, becauseof theanalysisin
3. Sincewe do not have prior knowledgeof N , we needa more“adaptive” methodof samplingwherethe
samplingprobabilitydecreasesasmoreelementsareencounteredduringgossip.

To designour sketch,we useanideasimilar to min-wiseindependentpermutations[6]. Eachdataitem
mi ; i = 1: : : N is assignedaweightwi , which is arandomnumberin theunit interval (0; 1). Thealgorithm
maintainsa sketchT of (m i ; wi ) tuplesthathave thet smallestweightswi . Thevalueof t canbedecided
independentof thepopulationsizeN . The intuition is that if an elementv hasa large relative frequency,
thenv mustoccuramongthetupleswith thesmallestweight.Maintainingtheseminimum-weightelements
throughgossipiseasy, andif wechoosealargeenoughsketch,thelikelihoodof afrequentelementappearing
in the sketcha suf�cient numberof timesis very high. We identify a valuem asa frequentitem if there
areat least(� �  

2 )t tuplesin T with m i = m; otherwise,m is not identi�ed asa frequentelement.The
algorithmfor theasynchronousmodelis describedin Figure2. Thethresholdt is chosento beO( 1

 2 ln( 1
� ).

4.1 Analysis

Theproofsof mostof thefollowing lemmasappearin theappendix.Let � denotethet th minimumelement
amongtheN randomvaluesf wi ; i = 1: : : N g. Thenext lemmashowsthat� is sharplyconcentratedaround
t

N .

Lemma 4.1 For t = 128
 2 ln( 3

� ), � satis�esthefollowingproperties:(1) Pr[� < t
N (1 �  

4 )] < �
3 and

(2) Pr[� > t
N (1 +  

4 )] < �
3

Wenow presentaboundonthedisseminationtimeof thesmallestweights.Let Tt denotethetimetaken
for thet smallestweightsto bedisseminatedto all nodes.
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Input: Dataitemm i ; errorprobability� , relative frequency threshold� , approximationerror < �

1. Initialization:

(a) t  128
 2 ln( 3

� )

(b) Choosewi to beauniformly distributedrandomnumberin therealinterval (0; 1);
Si  f (m i ; wi )g

2. Gossip
In eachroundof gossip:

(a) If sketchSj is receivedfrom nodej then

i. Si  Si [ Sj

ii. If jSi j > t thenretaint elementsof Si with smallestweights

(b) If nodei is selectedto transmit:

i. Selectnodej uniformly at random
ii. SendSi to j

3. Query
Whenqueriedfor thefrequentelements,reporteveryvaluev suchthatatleast(� �  

2 )t (value,weight)
tuplesexist in Si with valueequalto v

Figure2: Gossip algorithm at node i for �nding the frequently occurring elements with a relative
threshold

Lemma 4.2 Pr[Tt > 20N ln N ] � O( 1
N ).

Proof: Theproof follows by usingtheunionboundalongwith Lemma3.4.

Thefollowing lemmasprovide upperboundson theprobabilitiesof �nding a falsenegative anda false
positive respectively, by thealgorithmdescribedin Figure2.

Lemma 4.3 Supposethe distributed algorithm in Figure 1 is run for 20N ln N rounds. Then,if v is a
frequentelement,i.e. f v � �N , thenwith probability at least1 � � , v is identi�ed by every nodeas a
frequentelement.

Sketchof proof: Two eventsneedto happenfor v to be recognizedasa frequentelement. (1) Enough
copiesof v must occur amongthe t smallestweights,and (2) The t smallestweight elementsmust be
disseminatedto all nodesvia gossip.In thefull proof,weshow thatboththeseeventsarevery likely.

Lemma 4.4 Supposethedistributedalgorithmin Figure1 is run for 20N ln N rounds.If u is an infrequent
element,i.e. f u < (� �  )N , then,with probability at least1 � � , u is not identi�ed by any nodeas a
frequentelement.

Sketchof proof: A falsepositivecanhappenif boththefollowing eventsoccur. (1) Thereareanunusually
high numberof copiesof u amongthe elementswith the � smallestweights,and(2) all thesecopiesare
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disseminatedto all nodes.Weshow thatthe�rst eventis highly unlikely, andsois theprobabilityof a false
positive.

CombiningLemmas4.4,4.3and4.2wegetthefollowing theorem.

Theorem 4 Supposethedistributedalgorithmin Figure 2 is run for 20N ln N rounds.Then,with proba-
bility at least1� � , anydataitemwith �N or moreoccurrenceswill beidenti�ed asa frequentitemat every
node. Similarly, with probabilityat least1 � � , anydataitemwith lessthan(� �  )N occurrenceswill not
beidenti�ed asa frequentitemat anynode.

Sincethe sizeof the sketchat any time during gossipis at mostt, we get the following resulton the
communicationcomplexity, usingLemma4.2.

Theorem 5 The numberof bytesexchanged by the algorithm in Figure 2 till the frequentelementsare
identi�ed is at mostO( 1

 2 ln( 1
� )N ln N ), with probability at least1 � O( 1

N ).

5 Extensions

5.1 SynchronousModel

We now focuson the synchronouscommunicationmodel. In the synchronousmodel,all nodestransmit
equallyoften,andin eachcommunicationround,every nodecansenda messageto oneother(randomly
chosen)node.We usea resultdueto FriezeandGrimmett[10], who consideredthetime to spreada rumor
in anetwork. In theirmodel,thereis a rumormessagethathasto spreadto everyonein apopulationof size
N . Initially, asinglepersonhastherumor. In everycommunicationround,eachpersonwhoalreadyhasthe
rumorconveys it to anotherrandomlychosenpersonin thepopulation,andweareinterestedin thenumber
of roundstaken for the rumor to spreadto all N nodes.Note thesimilarity to our modelof synchronous
gossip.

Theorem 6 (Friezeand Grimmett 1985) LetSN denotethenumberof roundsrequiredto spreada rumor
amonga populationof sizeN . Then,(1) lim N !1

SN
log N = ln 2 with high probability and

(2) For 
 > 0; Pr[SN > (1 + (
 + 1) ln 2) logN ] = o(N � 
 )

Supposethatinsteadof asinglerumor, therewerem differentrumorsoriginatingatdifferentnodes,and
all theserumorswerebeingdisseminatedsimultaneouslyamongthe N nodes.Let Tm be the numberof
roundsrequiredfor all thenodesto receive all m rumors.

Lemma 5.1 With probability 1 � o( 1
N ), Tm � (1 + 2ln 2) logN + ln m.

Proof: For i = 1: : : m, let tm denotethenumberof roundsrequiredto disseminaterumori . Sinceall the
m rumorsarebeingdisseminatedsimultaneously, wehave Tm = maxm

i=1 t i . Usingtheunionbound:

Pr[Tm > x] = Pr[
m[

i =1

(t i > x)] �
mX

i =1

Pr[t i > x] = m Pr[SN > x]

Using
 = 1 + logN m in Theorem6, we getPr[SN > (1 + 2ln 2) logN + ln m] = o( 1
N m ), andthe

resultfollows.
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Our algorithmsfor the synchronoustime model for absoluteandrelative thresholds,aredescribedin
the appendix(in Figures3 and 4 respectively). Thesediffer from the algorithmsfor the asynchronous
models(Figures1 and 2) in that in every round of communication,every nodesendsa message.Note
that the samplingprobability, the sketchsizeandthe thresholdsfor identi�cation of frequentelementsin
the algorithmsfor the asynchronousmodelalsosuf�ce for the synchronousmodel,so the analysisof the
randomsamplingis thesameasin theasynchronousmodel. Theonly changeis in thegossipmechanism.
Wearrive at thefollowing result,theproofsarein theappendix.

Theorem 7 (Synchronousgossip) If the synchronousalgorithms in Figures 3 and 4 are run for (1 +
3ln 2) logN rounds,thenall frequentitems(with absoluteand relative thresholds,respectively)will be
identi�ed with probability at least1 � � , andno infrequentitemwill be identi�ed, with probability at least
1 � � .

Notethatfor for bothabsoluteandrelative thresholds,thenumberof roundsrequiredin thesynchronous
model is lessthanthat requiredby the asynchronousmodelby a factorof � (N ) – this is to be expected,
sincein eachroundin theasynchronousmodel,a singlemessageis exchangedwhile in eachroundin the
asynchronousmodel,N messagesareexchanged.

5.2 The Number of Distinct Elements

The numberof distinctelementsin a setof values,sometimescalledthe zerothfrequency momentof the
set[1], is an importantstatistic,usefulin variousapplicationsin network monitoringanddatamining (see
[11] for a survey of its applications).We now note that it is possibleto apply an algorithmdueto Bar-
Yossefet al. [2] to getanalgorithmfor estimatingthenumberof distinctelementsin a distributeddataset
throughgossip. The algorithmprovides the following guarantee.For userprovided approximationerror

� 2 (0; 1) anderrorprobability� 2 (0; 1), everynodei shouldhave an(�; � )-approximateestimate ~F0
(i )

of

F0, suchtheconditionPr[ jF0 � ~F0
( i )

j
F0

� � ] � 1 � � is satis�edfor every i . Thealgorithmis describedfor the
asynchronousmodelin Figure5.

Weuseahashfunctionh(�) whichreturnsanoutputthatis assumedto beuniformly distributedin (0; 1);
further theoutputsof thehashfunctionon differentinputsareassumedto beindependentof eachother. It
is possibleto modify theanalysisto work undermorerealisticassumptionsof hashfunctionswith limited
independence(see[1, 11,2]). Theintuition is that if thereareF0 distinctelements,thenwe canexpectthe
minimumof themappedhashvaluesto be closeto 1

F0
with high probability. Bar-Yossefet al [3] showed

thatif v is thekth minimumamongall thehashedvaluesfor k = O( 1
� 2 ), then ~F0 = k

v is agoodestimatorof
F0. By taking themedianof O(log 1

� ) suchestimators,it is possibleto getan(�; � ) estimatorfor F0. The
algorithmfor nodei is describedin Figure5. For asynchronousgossip,20N ln N roundsof gossipsuf�ce,
with high probability (Lemma3.5). For synchronousgossip,(1 + 3ln 2) logN roundsof gossipsuf�ce,
with high probability(Theorem7).
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A Proofsfr om Section3

Proof of Lemma 3.1(FalseNegative).

Statement: If v is anelementwith f v � k, thenwith probabilityat least1 � � , v is returnedasa frequent
elementby everynodeafter20N ln N rounds.

Proof: A falsenegative canoccur in oneof two ways(1) Lessthanr = 12k2

� 2 (1 � �
2k ) ln 2

� copiesof v
were sampledin the initialization phase(step1(b)) of the algorithmdescribedin Figure 1, or (2) r or
morecopiesof v weresampledduring initialization, but somecopiesdid not make it to all nodesduring
the gossip. Let E1 denotethe event that lessthanr copiesof v weresampled.Let E 2 denotethe event
that after 20N ln N transmissions,therewasa sampledobject (with r or moresampledcopies)that was
not disseminatedto all nodesusing gossip. Let E denotethe event that a falsenegative occurred,then
Pr[E] = Pr[E1 [ E2] � Pr[E1] + Pr[E2].

Considersomek copiesof v in theinput. Let X v bea randomvariablethatdenotesthetotalnumberof
thesek copiesof v thatweresampled.X v is a binomial randomvariablewith f v trials andtheprobability
of successin eachtrial being 12k

� 2 ln 2
� (this is theprobabilitywith which anodesamplesits own dataitem).

It follows thatE [X v ] = 12k2

� 2 ln 2
� . UsingChernoff bounds,weget:

Pr[E1] = Pr[X v < r ]

= Pr[X v <
12k2

� 2 (1 �
�
2k

) ln
2
�

]

= Pr[X v < E[X v ] �
6k
�

ln
2
�

]

� e� 3
2 ln 2

� [usingChernoff bounds]

= (
�
2

)
3
2 <

�
2

In Lemma3.5weshow thatafter20N ln N transmissions,theprobabilitythatall nodeshaveall sampled
copiesis at least1 � 1=N . Thus,Pr[E2] < 1

N .
Let E denotetheeventthata falsenegative hasoccurred.Then

Pr[E] = Pr[E1 [ E2] � Pr[E1] + Pr[E2] <
�
2

+
1
N

< �

Proof of Lemma 3.2(FalsePositive).

Statement: If u is anelementwith f u � k � � , wherek
3
4 � � < k, thentheprobabilitythatu is returned

by somenodeasa frequentelementis nomorethan� .

Proof: A falsepositive canoccurif boththeseeventshappen(1)r or morecopiesof u aresampledinitially
(2)all r copiesreachsomenodein thenetwork throughgossip.Let thesetwo eventsbeE 1 andE2 respec-
tively, andlet F denotetheeventthata falsepositive occurred.NotethatPr[F ] = Pr[E 1 \ E2] � Pr[E1].

Let X u denotethe numberof copiesof u that weresampled.Considerthe “best case”scenariofor a
falsepositive,whenf u = k � � . ThenX u is abinomialrandomvariablewith E[X u ] = (k � � ) 12k

� 2 ln 2
� =

12k2

� 2 (1 � �
k ) ln 2

� . Notethat
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Pr[E1] = Pr[X u > r ] = Pr[X u >
12k2

� 2 (1 �
�
2k

) ln
2
�

]

= Pr[X u > E[X u ] +
6k
�

ln
2
�

]

� exp(� (ln
2
�

)(
1

1 � �
k

)) [usingChernoff bounds]

= (
�
2

)
1

1� �
k

<
�
2

[since 1
1� �

k
> 1]

SincePr[F ] � Pr[E1], thelemmafollows.

Proof of Lemma 3.3.

Statement: E [T� ] = 2N ln N + O(N ), whereT� is de�ned asthenumberof roundstill � is disseminated
to all nodesin thenetwork.

Proof: Let � t bethesetof nodesthathave � aftert transmissions.Thus� 0 hasonly onenode(theonethat
sampled� during the initialization step). For t = 1: : : N � 1, let randomvariableX t be the numberof
transmissionsrequiredto increasej� j from t to t + 1. Wecanwrite:

T� = X 1 + X 2 + � � � + X N � 1

For t � 1, in time stept, thesizeof � increasesonly if a gossipmessageis transmittedfrom nodei to
nodej wherei 2 � t � 1 andj 62� t � 1. We notethatX t is a geometricrandomvariable,i.e. thenumberof
trials till the�rst “success”wherea successis de�ned asa messagefrom nodei 2 � t � 1 to anodej 62� t � 1.
Theprobabilityof asuccessfor X t is ( t

N )(1 � t
N ) = t (N � t)

N 2 . Weknow thatif a randomvariableY follows

a geometricdistribution with probability of successp thenE[Y ] = 1
p , so we get E [X t ] = N 2

t (N � t) . Using
linearityof expectation,we have:

E [T� ] =
N � 1X

t=1

E[X t ] =
N � 1X

t=1

N 2

t(N � t)

= N
N � 1X

t=1

(
1
t

+
1

N � t
) = 2N

N � 1X

t=1

1
t

= 2N HN � 1 = 2N ln N + O(N )

whereH k denotesthekth Harmonicnumber.

Proof of Lemma 3.4

Statement: limN !1 Pr(T� > 20N ln N ) = O( 1
N 2 )
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Proof: Thedisseminationof theobject� canbedividedinto two distinctphases.The�rst phasecontinues
until the objecthasreachedN

2 distinct nodes.The secondphasestartsonceit hasreachedN
2 nodesand

continuesuntil it reachesN nodes.Note that, in the �rst phase,it is moreunlikely to �nd a sourcenode
thathas� andit is very likely to �nd a destinationthatdoesnot have � . Once� hasreachedN

2 nodes,the
situationreverses.

We de�ne the randomvariableX j asthe numberof transmissionstaken by j� � j to increasefrom j to
j +1. We de�ne T 1

� andT2
� astherandomvariablesthatstandfor thenumberof transmissionsrequiredin

thetwo aforementionedphasesrespectively. Thatmakes

T1
� = X 1 + X 2 + : : : + X N

2
(1)

T2
� = X N

2 +1 + X N
2 +2 + : : : + X N � 1 (2)

Clearly,
T� = T1

� + T2
�

We de�ne a “success”asincrementof j� � j from j to j +1. SoX j follows a geometricdistribution with
probability of success= j

N (1 � j
N ) = j (N � j )

N 2 . Note that for j � N
2 , the probability of successof X j is

j (N � j )
N 2 �

j ( N
2 )

N 2 = j
2N . Let Yj bea geometricrandomvariablewith probabilityof success= j

2N for j � N
2 .

The probability of successof Yj canbe at most that of X j , hence,had the gossiptaken placewith the
probability of successof Yj , T0 - the numberof transmissionsrequiredto disseminatean object � to N

2
nodes- would have beenat leastasbig asT 1

� . So,given a point in the rangeof all possibleconvergence
times(10N ln N in this case),T 0 is more(or equally)likely to exceedit thanT 1

� . In addition,let T 00bethe
numberof transmissionsto bemadewhenthereare2N nodesandthedataitem hasto reacheachnodeat
leastonce.SinceT 00hasa higherexpectedvaluethanT 0, it is evenmorelikely thanT 0 to bemorethana
givenpoint (10N ln N here,onceagain)in therangeof all possibleconvergencetimes.Formally,

Pr(T1
� > 10N ln (2N )) � Pr(T 0 > 10N ln N ) � Pr(T 00> 10N ln N ) (3)

Notethat
Pr[T00> 10N ln N ] � Pr[T 00> 2N ln(2N ) + 2N ln(2N )2] (4)

since10N ln N > 2N ln(2N ) + 2N ln(2N )2.
In the limit of large N , Theorem1 yields Pr(T 00 > 2N ln (2N ) + c(2N )) = 1 � e� e� c

. Using
c = ln (2N 2), we get

Pr(T00> 2N ln (2N ) + 2N ln (2N 2)) = 1 � e� 1
2N 2 (5)

Combininginequalities3, 4 andequation5 andtakingthecomplementof theeventin inequality3, we get

Pr[T1
� � 10N ln N ] � e� 1

2N 2 (6)

In asimilarway, we canprove

Pr[T2
� � 10N ln N ] � e� 1

2N 2 (7)

Notethatif eachof T 1
� andT2

� is atmost10N ln N with highlikelihood,thenthatis asuf�cient condition
to ensurethatT� is atmost20N ln N with highprobability(it is notanecessaryconditionthough).Sousing
inequalities6 and7, we canwrite:
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Pr(T� � 20N ln N ) � Pr(( T 1
� � 10N ln N ) and(T 2

� � 10N ln N ))

� (e� 1
2N 2 )(e� 1

2N 2 )

= e� 1
N 2 (8)

Usingtheinequalitye� x � 1 � x, inequality8 implies

Pr(T� � 20N ln N ) � 1 �
1

N 2 (9)

Takingthecomplementof theeventin inequality9 establishesourclaim.

Proof of Lemma 3.6.

Statement: E [B] = O(N ln N ), whereB is thenumberof bytestakento disseminate� amongall nodes.

Proof: Let X j denotethetotalnumberof transmissions(whetherinvolving � or not)takenfor j� j to increase
from j to j + 1. Let B j denotethenumberof theseX j transmissionsthatcontain� . Wehave:

B =
N � 1X

i =1

B j

In eachof theB j transmissionsexceptfor thelast,a messageis sentfrom a nodethathas� to another
nodethathas� . Only in the lastof theB j transmissions,themessageis sentfrom a nodethathas� to a
nodethatdoesnot have � . ThusB j is a geometricrandomvariablewith a probabilityof successbeingthe
conditionalprobability thatthedestinationof thegossipis anodewhichdoesnot yethave � , giventhatthe
sourceof thegossiphas� . This probability is N � j

N , sincethenumberof nodeswhich do not yet have � is
N � j . Thuswe have E[B j ] = N

N � j . Usinglinearityof expectation,weget:

E [B] =
N � 1X

j =1

E[B j ] =
N � 1X

j =1

N
N � j

= N
N � 1X

j =1

1
j

= N HN � 1 = N ln N + O(N )

Proof of Lemma 3.7.

Statement: Pr[B > 3N ln N ] = O( 1
N 2 ).

Proof: UsingTheorem1, andthecharacterizationof B from theLemma3.6,wegetfor any c 2 R,

Pr[B > N ln N + cN] = 1 � e� e� c

Usingc = 2ln N , weget

Pr[B > N ln N + 2N ln N ] = 1 � e� 1
N 2 � 1 � (1 �

1
N 2 ) =

1
N 2

wherewehave usedtheinequalityex � (1 + x) for all realx.
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Proof of Theorem3 (Communication Complexity for AbsoluteThr eshold).

Statement: With high probability, Y = O( N 2k
� 2 ln 1

� ln N ), whereY is thetotal numberof bytesthatneed
to beexchangedfor thewholeprotocoluntil thefrequentelementshave beenidenti�ed.

Proof: FromLemma3.7,we caninfer

Pr[B � 3N ln N ] � 1 �
1

N 2 (10)

In the initialization phaseof the algorithm,eachitem is sampledwith probability 12k
� 2 ln( 2

� ). We try
to �nd an upperboundon the communicationoverheadfor exchangingthe sampleddataitems through
gossip. Let Z be a randomvariablethat standsfor the numberof dataitemsthat get sampledduring the
initialization. Z follows a binomialdistribution with numberof trials N andprobabilityof successin each
trial 12k

� 2 ln( 2
� ). Hencetheexpectednumberof dataitemsthatgetsampledis E[Z ] = 12N k

� 2 ln( 2
� ). We try to

�nd high-probabilityboundsfor Z . Applying Chernoff bounds,

Pr[Z >
18N k

� 2 ln(
2
�

)] = Pr[Z > (1 +
1
2

)
12N k

� 2 ln(
2
�

)]

� e� N k
� 2 ln( 2

� )

= (
�
2

)
N k
� 2

<
�
2

[sinceN > � andk > � ]

This implies

Pr[Z �
18N k

� 2 ln(
2
�

)] � 1 �
�
2

(11)

Note thatsinceY is thenumberof bytesto beexchangedfor thewholeprotocoluntil all the frequent
elementshave beenidenti�ed, if Z is boundwithin 18N k

� 2 ln( 2
� ) andB within 3N ln N , thatcanbeoneway

to limit Y within 54N 2k
� 2 ln( 2

� ) ln N . To beprecise,combininginequalities10 and11,weget

Pr[Y �
54N 2k

� 2 ln(
2
�

) ln N ] � Pr[Z �
18N k

� 2 ln(
2
�

)] Pr[B � 3N ln N ]

� (1 �
�
2

)(1 �
1

N 2 )

= 1 � [
�
2

+
1

N 2 � (
1

N 2 )(
�
2

)] � 1 � �

B Proofsfr om Section4

Proof of Lemma 4.1.

Statement: For t = 128
 2 ln( 3

� ), � , thet th minimumelementamongN randomlygeneratedvaluesin (0; 1),
satis�esthefollowing properties:

1. Pr[� < t
N (1 �  

4 )] < �
3
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2. Pr[� > t
N (1 +  

4 )] < �
3

Proof: Let X bea randomvariableindicatingthenumberof elementswith weightlessthan t
N (1 �  

4 ). X
follows a binomialdistribution with numberof trials = N andprobabilityof success= t

N (1 �  
4 ). This

givesE[X ] = t(1 �  
4 ), and

Pr[� <
t
N

(1 �
 
4

)] = Pr[X � t] = Pr[X � E [X ](
1

1 �  
4

)]

� Pr[X � E [X ](1 +
 
4

)] [since 1
1�  

4

> 1 +  
4 ]

� e� E [X ] 2

48 [by Chernoff bound]

= e�
t (1 �  

4 )  2

48 (12)

Notethatwith t = 128
 2 ln( 3

� ),

t(1 �  
4 ) 2

48
=

8
3

ln(
3
�

)(1 �
 
4

) � ln(
3
�

) (13)

Notethat 8
3(1 �  

4 ) � 1 since � 1. Substitutingtheresultof inequality13 in inequality12yields

Pr[� <
t
N

(1 �
 
4

)] � e� ln( 3
� ) =

�
3

whichcompletestheproofof the�rst claim.
For thesecondpart, let Y bea randomvariablethat indicatesthenumberof elementswith weight less

than t
N (1 +  

4 ). Y follows a binomialdistribution with numberof trials = N andprobabilityof success
= t

N (1 +  
4 ). ThisgivesE[Y ] = t(1 +  

4 ), and

Pr[� >
t
N

(1 +
 
4

)] = Pr[Y < t] = Pr[Y < E[Y ](
1

1 +  
4

)] (14)

Now, 1
1+  

4

� 1 �  
8 since(1 +  

4 )(1 �  
8 ) = 1 +  

8 �  2

32 � 1. This yields

Pr[Y < E[Y ](
1

1 +  
4

)] � Pr[Y < E[Y ](1 �
 
8

)]

� e� E [Y ] 2

64 ( 1
2 ) [by Chernoff bound] (15)

Now, with t = 128
 2 ln( 3

� ),

E [Y ] 2

64
= t(1 +

 
4

)
 2

64
=

128
64

ln(
3
�

)(1 +  ) � 2 ln(
3
�

) (16)

Substitutingtheresultsof inequality16 in inequality15,andtheninequality15 in inequality14 yields

Pr[� >
t
N

(1 +
 
4

)] � e� ln( 3
� ) =

�
3
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Proof of Lemma 4.3(FalseNegative).

Statement: If a dataitem v is a frequentitem, i.e. f v � �N , thenwith probability at least1 � � , v is
identi�ed by everynodeasa frequentelement.

Proof: Let Z bearandomvariableindicatingthenumberof copiesof v with weight t
N (1�  

4 ) or less.Note
thattherearetwo sourcesof randomnessin theentireprocess,andthereforeidenti�cation of v asa frequent
elementon thebasisof sketchrequirestwo criteriato besatis�ed. First, thet th minimumweight� should
exceed t

N (1 �  
4 ), andthen,at least� �  

2 occurrencesof v shouldproducea weightwhich is lessthanor
equalto t

N (1 �  
4 ), to ensurethatmake it within thet minimumhashedweights.

Formally,

Pr[v is identi�ed asa frequentelement]

� Pr[( � �
t
N

(1 �
 
4

)) and(Z � (� �
 
2

)t)]

= 1 � Pr[(� <
t
N

(1 �
 
4

)) or (Z < (� �
 
2

)t)]

� 1 � Pr[(� <
t
N

(1 �
 
4

))] � Pr[(Z < (� �
 
2

)t)] [by unionbound]

� 1 �
�
3

� Pr[Z < (� �
 
2

)t] (17)

To estimatePr[Z < (� �  
2 )t], notethatZ follows a binomialdistribution with �N or moretrials and

aprobabilityof successof t
N (1 �  

4 ). Thismakes

E[Z ] � (�N )(
t

N
(1 �

 
4

)) = �t (1 �
 
4

) � (� �
 
4

)t

Wetake anotherrandomvariableZ 0 thatis a “pessimistic”versionof Z in thesensethatE [Z 0] = (� �  
4 )t,

which impliesthatZ 0hasahigherlikelihoodof beinglessthan(� �  
2 )t. Sowehave

Pr[Z < (� �
 
2

)t] � Pr[Z 0 < (� �
 
2

)t] = Pr[Z 0 < E[Z 0](1 �
 

4� �  
)] � e

� E [Z 0]  2

16( � �  
4 ) 2 (18)

Substitutingt = 128
 2 ln( 3

� ) in E [Z 0],

E [Z 0]
 2

16(� �  
4 )2

= (� �
 
4

)
128
 2 ln(

3
�

) 2 1

16(� �  
4 )2

=
8ln( 3

� )

� �  
4

� 8 ln(
3
�

) (19)

Substitutinginequality19 in inequality18 yields

Pr[Z < (� �
 
2

)t] � e� 8 ln( 3
� ) = (

�
3

)8 (20)

Substitutingtheresultof inequality20 in inequality17,weget

Pr[v is identi�ed asa frequentelement] � 1 �
�
3

� (
�
3

)8 � 1 � �
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Proof of Lemma 4.4(FalsePositive).

Statement: With probabilityat least1 � � , a dataitem u with a relative frequency of lessthan(� �  ) is
not identi�ed by any nodeasa frequentelement.

Proof: Let W denotethenumberof copiesof u with weight � t
N (1 +  

4 ). Notethatwe areconservative
aboutthevalueof thet th minimumweighthere.We areusingtheupperbound t

N (1 +  
4 ) of therangein

whichweexpectthet th minimumweightto belongto. As in theproofof Lemma4.3,wecanwrite

Pr[u is not identi�ed asa frequentelement]

� Pr[(� �
t
N

(1 +
 
4

)) and(W � (� �
 
2

)t)]

= 1 � Pr[( � >
t
N

(1 +
 
4

)) or (W > (� �
 
2

)t)]

� 1 � Pr[� >
t
N

(1 +
 
4

)] � Pr[W > (� �
 
2

)t] [by unionbound]

� 1 �
�
3

� Pr[W > (� �
 
2

)t] (21)

To estimatePr[W > (� �  
2 )t], notethatW follows a binomialdistribution with (� �  )N or lesstrials

andaprobabilityof successof t
N (1 +  

4 ). Thismakes

E[W ] � (� �  )N (
t

N
(1 +

 
4

)) = t[� �
3 
4

�
 2

4
] � t[� �

3 
4

]

We take anotherrandomvariableW 0 that is a pessimisticversionof W in the sensethat E [W 0] =
(� � 3 

4 )t, which impliesthatW 0hasahigherlikelihoodof beinggreaterthan(� �  
2 )t. Sowehave

Pr[W > (� �
 
2

)t] � Pr[W 0 > (� �
 
2

)t]

= Pr[W 0 > E[W 0](1 +  0)] where 0 =  
4� � 3 

� e� E [W 0] 2

3 [by Chernoff bounds] (22)

Now,

E[W 0]
 02

3
= t(

4� � 3 
4

)
 2

(4� � 3 )2

1
3

=
t 2

12(4� � 3 )
�

t 2

(12)(4)
(23)

Substitutingt = 128
 2 ln( 3

� ) in inequality23,

E [W 0]
 02

3
�

8
3

ln(
3
�

) � ln(
3
�

) (24)

Substitutinginequality24 in inequality22 yields

Pr[W > (� �
 
2

)t] � e� ln( 3
� ) =

�
3

(25)

Substitutinginequality25 in inequality21,weget

Pr[u is not identi�ed asa frequentelement] � 1 �
�
3

�
�
3

� 1 � �
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C Details fr om Section5

C.1 Algorithms for SynchronousGossip

Input: Dataitemm i , errorprobability� , frequency thresholdk, approximationerror�

1. Initialization

(a) Choose� to bea uniformly distributedrandomnumberin therealinterval (0; 1).

(b) If � < 12k
� 2 ln 2

� thenSi  f (i; m i )g, elseSi  � /* null set*/

2. In eachround of Gossip:

(a) If sketchSj is receivedfrom nodej thenSi  Si [ Sj

(b) Selectnodej uniformly at randomfrom 1: : : N

(c) SendSi to j

3. Query:
Whenqueriedfor thefrequentelements,reportall dataitemswhichoccurmorethan
r = 12k

� 2 (1 � �
2k ) ln 2

� timesin Si asfrequentelements.

Figure3: Synchronous Gossip algorithm at node i for �nding the frequently occurring elements
with an absolute threshold k.

Proof of Theorem7

Statement: If the synchronousalgorithmsin Figures3 and4 arerun for (1 + 3ln 2) logN rounds,then
all frequentitems(with absoluteandrelative thresholds,respectively) will be identi�ed with probabilityat
least1 � � , andno infrequentitem will beidenti�ed, with probabilityat least1 � � .

Proof: Thenumberof sampleditemsis trivially no morethanN . If all theseitemsaredisseminatedto all
nodes,thentheguaranteeswill be met. Substitutingm = N in Lemma5.1 yields the desiredresult. We
cangeta slightly tighterresult(but asymptoticallystill thesame)by usingabetterboundon thenumberof
sampleditems.

C.2 Number of Distinct Elements

ix



Input: Dataitemm i ; errorprobability� , relative frequency threshold� , approximationerror 

1. Initialization. t  128
 2 ln( 3

� ); wi  h(i ); Si  f (m i ; wi )g

2. In eachround of gossip:

(a) If sketchSj wasreceivedfrom nodej then

i. Si  Si [ Sj

ii. If jSi j > t thenretaint elementsof Si with smallestweights

(b) Selectnodej uniformly at random

(c) SendSi to j

3. Query:
Whenqueriedfor thefrequentitems,reportevery valuev suchthatat least(� �  

2 )t (value,weight)
tuplesexist in Si with value= v

Figure4: Synchronous gossip algorithm at node i for �nding the frequently occurring elements with
a relative threshold

Input: Dataitemm i ; thresholdparameters� , � ; randomhashfunctionh

1. Initialization
Si  f h(m i )g

2. Gossip
Repeatforever

(a) If sketchSj receivedfrom nodej then

i. Sj  k minimumelementsof Si [ Sj (k = O(1=�2)

(b) If theclock ticksat thisnode

i. Selectnodej uniformly at random
ii. SendSi to j

3. Query

If askedfor F0, report ~F0
(i )

= k
maximumelementin Si

asestimateof F0

Figure5: Gossip algorithm for �nding F0 from a network
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